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Fastbin corruption

e RERIERF1EE double free B9iE;T

7y

o AT LAFI A fastbin chunk 32 fd {#15 T =X malloc 5% chunk B a] A
BREECEENUER

o AT HH double free B9E;RHNE: free chunk Y fd » el LAFIE—
Lt fastbin BYFFIEZRIFLPIROERY » (BRIt ZERB—LE chunk I8 &




Fastbin corruption

+ fastbin Nig&E

* in free(p) :

chunk address < - size H alignment

chunk size >= MINSIZE(0x20) B % 0x10 F91Z#

nextchunk->size

« XB% MINSIZE(0x20)

« /\JR system_mem (0x21000)

[RER % size BY fastbin Y chunk 81 p 8B



Fastbin corruption

» fastbin f9tEE

« in malloc(bytes) :

« IRIF bytes A/J\EX1F index 18 - FI¥IFERY fastbin 3% » VKB BEZ
chunk B9 (unsigned long) size &M@ 5% fastbin

o (BEBRRIEEAEFEIE ST fastbin B

= unsigned int (4 byte)

5—18 size HU4S fastbin Y index >

A5

3% RIS index IRBIAIEH index 218G » FiBiEHY index B9 AT



Fastbin corruption

+ fast bin
* asingly linked list
* chunk size <= 0x80 byte
« AEUH inuse flag

« {fX3% bin FAFF{FAY chunk X/)\ » £ 4 10 1@ fast bin 3Bl % size 0x20,0x30,0x40...

LIFO

« B K malloc X/\EiE=K free Z/EREIRT - B1HEBREIAY bin X » thFELE B EZIE
E{UER chunk



Fastbin corruption

» fastbin layout

size 0x20 0x30 0x40 0x70

fast bin
array

0x128



Fastbin corruption

o AP eI DAFIF fastbin B9 chunk 7£ free BIRSE RIS & B H 5% size B9 fastbin
PRYSE—IR chunk 81 p 2EARIEIESFM » 2KEIZE overlaps chunk

 BliEH—1E circle B9 singly linked list » S P LAZRIEEIL UAF FIRLER



Fastbin corruption

+ fastbin layout

size 0x20 0x30 0x40 0x70
fast bin
array
0x128
bk = null

free(0x603090)



Fastbin corruption

 fastbin layout

free(0x6030d0)



Fastbin corruption

« fastbin layout

size 0x20 Ox30 0Ox40 0x70

fast bin
array

0x128 Ox603080

free(0x603090) - double free



Fastbin corruption

« fastbin layout

size 0x20 0x30 0x40 0x70

fast bin
array

Ox128 0x603080

free(0x603090) - double free
{BE % fastbin S ®BIZE fastbin FE—I1R » HAIBIRE



Fastbin corruption

+ fastbin layout

0x20 0x30 0x40 0x70

-
TEE

Circle singly linked list

fast bin
array

0x128




Fastbin corruption

 fastbin layout

size 0x20 0x30 Ox40 0x70

fast bin
array

Ox128

Same chunk in the fastbin

iISHETEZ & malloc BFE A overlap 1§84



Fastbin corruption

» fastbin layout

size 0x20 0x30 0x40 0x70
fast bin
r

array
0x603080 0x6030c0 0x603080
/. .
, k

malloc(0x30)

Ox128




Fastbin corruption

 fastbin layout

size 0x20 0x30 0x40 0x70

fast bin
array

Ox128

You will get the 0x603080 chunk ,and overwrite the fd
But the chunk is also in the fastbin



Fastbin corruption

« fastbin layout

size 0x20 0x30 0x40 0x70

fast bin
array

0x128

malloc(0x30)



Fastbin corruption

 fastbin layout

size 0x20 0x30 0x40 0x70

fast bin
array

malloc(0x30)



Fastbin corruption

» fastbin layout

size 0x20 0x30 0x40 0x70
fast bin
array | _
0x128 ;

X
I\ s

bk = null
’" !m"n!" Get the Oxdeadbeef chunk



Fastbin corruption

- fd REFE size BEEN5%Z chunk FLRILABEI® malloc 2 Z=E00] » EULER

EE AN B EIEZ bin BY size
» IR#E bytes X/\EY1F index 1& » ZI¥

):iﬁ

o] DAGE malloc S ECEIEZIUE

[&RY fastbin ¢ » BV B E%

chunk B9 (unsigned long) size =& B 5% fastbin

o BRIV ER S fastbin FE—1R size BY4S fastbin 3 index

unsigned int (4 byte) - FTLLASE A

o AILBEREE alignment FLAR—

AL index RREIRIER index & 1HE » Fi8iEH index AT ER

M E 8 byte

EZ DL \BIBEBE A chunk BY address
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 Shrink the chunk



Shrink the chunk

o {BRERTE1E—1E off-by-one null byte EJIFE

. Bty :

« Rl overlap chunk - #EMBXEAM chunk FEARS

L

-2 ¥ unsorted bin ,smallbin & unlink & S A ERFERFINE /Y




Shrink the chunk

e« —[Ia%% malloc 3 #f chunk & heap E%  H fastbin 2 ZEHY

« 7£ B FR) data 18 » FHEE
offset Oxf0 & £1E £ 0x100

« HENEAR T Z1RAE%EE
prev_size == size NiE&E




Shrink the chunk

* free(B)




Shrink the chunk

» free(A)




Shrink the chunk

* malloc(0x38)




Shrink the chunk

* read data to A and off-by-one overflow




Shrink the chunk

* malloc(0x80)




Shrink the chunk

* malloc(0x80)

>+|

e Zi87F malloc 5 » EAER)
unsorted bin 2K » FiATEE
unlink ELEE %] prev_size
size iR E

« —BHIBHIA 0x100 HRITEE




Shrink the chunk

* malloc(0x30)




Shrink the chunk

« free(B)




Shrink the chunk

« free(C)




Shrink the chunk

» free(C)

HRFE®ES C £ smallbin
AR DRIRAE >
PFrAE &8 E—IRE2 & inused




Shrink the chunk

» free(C) - merge

MR F—IRE freed AT
EiEprev_size

K E—18 chunk
f header

S 5 unlink




Shrink the chunk

l5F unsorted bin {Fi&
5K chunk >
FRLATR
malloc BRiE—1%
FoinBcks user




Shrink the chunk

* malloc(0x260)




Shrink the chunk

o IERFRI{EREAD

overlap chunk




Shrink the chunk

» overlap VIEREHTIEE powerful B » AR F R overlap A function
pointer s} & £ EH A A struct P BT HIIZ R RFE

« thB]PABE S fastbin freed chunk &4 fd



Outline

« Extend the chunk



Extend the chunk

o {BERTZE1E—1E off-by-one KUiR:E

OF

tRERIEE

4 overlap chunk » BB XEAM chunk PRIAR

» R shrink 1R1%& » (EFEZINK size
chunk header B ¥ _E i 1F

FRIZI2 18

8 chunk » REEE

iy



Extend the chunk

« —BIR5% malloc 3 1 chunk & heap E&




Extend the chunk

» free(A)




Extend the chunk

* malloc(0x38)




Extend the chunk

* read data to A and off-by-one overflow




Extend the chunk

» free(B)

Ox1b1 = 0x171 + 0x40
BTZEREBE CIZEE




Extend the chunk

« free(B)

ZUCEFEIRYE B B size
EH T—18 chunk # header
EEIEN5iER size BEINE
C B9 F—18 chunk header
i inused bit &&=
{8 C & inused FILAE @A




Extend the chunk

« free(B)

HEFRFIER chunk
BHESHE top
(2N3R C 1ZE=Z top)
2% unsorted bin H




Extend the chunk

 malloc(0x1a0)




Extend the chunk

» IERFRIAMESEX C

overlap chunk




Extend the chunk

o RBIR Shrink LEAEARABEI PRSI LEE 2 —25 » MBER[E off-by-one FIARE
byte » Shrink REZ null byte BE] » 1B¥LERE R » B ARGFERIE T
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 Unsorted bin attack



Unsorted bin attack

e 7F malloc 8% » Rif unsorted bin EEEMITF /89 chunk : # =
unsorted bin B9 chunk #§ unlink

o BHEIIFK/ > 1 unsorted bin BIR4QERE

o RZ2MITFAN » 4 unsorted bin #[F » FEAEEIFERY bin



Unsorted bin attack

e {BiE{E unlink BEFER unlink AR E ARG » 325 2HE double linked list
MEsE

o BIRIFEAHIHE, unsorted bin F&1&—1% chunk {14 victim » 7A1E 155 —1%
A9 bk 35089 chunk A9 fd 24p% unsorted bin U &

int iters = 0;
while ((victim = unsorted_chunks (av)->bk) != unsorted_chunks (av))

{
I bck = victim->bk;

unsorted_chunks (av)->bk = bck;
bck->fd = unsorted_chunks (av);



Unsorted bin attack

o FRMREiGHmE—IRE bk NBAEEMNE > MAIMEESENE LB L
unsorted bin NI B

- ER LER—ERANETF

o BB B EIE glibc F global _max_fast :S{EEE » 52 8 F EHKFErE

&4 fastbin BY chunk @ 05 chunk size /Z\RiEE L 2D A2 fastbin

- B]DABCE fastbin corruption attack



Process unsorted chunks

0x603500 0x603440

&unsorted bin

’....--:

'

2

.

.

.
.
.
:
.
.
.
.
.

 call malloc(0x80)

* remove the O0x603440 from unsorted bin

* return 0x603450 to user



Process unsorted chunks

0x603500 0x603440

&unsorted bin

-----------------------------------------------------------------------------------------------------------------------------------------------------

« victim = unsorted_chunks(av)->bk



Process unsorted chunks

0x603500 0x603440

&unsorted bin

* victim = unsorted_chunks(av)->bk

e victim = 0x603440



Process unsorted chunks

&unsorted bin

-----------------------------------------------------------------------------------------------------------------------------------------------------

e victim = 0x603440

 bck = victim->bk



Process unsorted chunks

&unsorted bin

-----------------------------------------------------------------------------------------------------------------------------------------------------

e victim = 0x603440

* bck = 0x603500



Process unsorted chunks

0x603500 0x603440

J— ===

-] T1d=0x603480 —  1d=&unsortedbin
| bk = &unsorted bin bk = 0x603500

* bck = 0x603500

» unsorted_chunks(av)->bk = bck
N



Process unsorted chunks

0x603500 0x603440

&unsorted bin

* bck = 0x603500

* unsorted_chunks(av)->bk = bck



Process unsorted chunks

0x603500 0x603440
&unsorted bin = .

* bck = 0x603500
* unsorted_chunks(av)->bk = bck

* bck->fd = unsorted_chunks(av)



Process unsorted chunks

0x603500 0x603440

&unsorted bin

* bck = 0x603500
« unsorted_chunks(av)->bk = bck

* bck->fd = unsorted_chunks(av)



Process unsorted chunks

&unsorted bin

 Return O0x603450 to user
* If (nb != victim->size)

e put 0x603440 to smallbin



Unsorted bin attack

0x603500 0x603440

&unsorted bin

* Corruption in 0x603440



Unsorted bin attack

0x603500 0x603440
&unsorted bin .

 victim = unsorted_chunks(av)->bk



Unsorted bin attack

0x603500 0x603440

&unsorted bin

 victim = unsorted_chunks(av)->bk

* victim = 0x603440



Unsorted bin attack

0x603500 0x603440

&unsorted bin

* victim = 0x603440

* bck = victim->bk



Unsorted bin attack

0x603500 0x603440

&unsorted bin

e victim = 0x603440

* bck = target - 0x10



Unsorted bin attack

0x603500 0x603440

&unsorted bin

‘ T

* bck = target - 0x10

« unsorted_chunks(av)->bk = bck



Unsorted bin attack

&unsorted bin

* bck = target - 0x10

» unsorted_chunks(av)->bk = bck



Unsorted bin attack

0x603500 0x603440

&unsorted bin

* bck = target - 0x10
e unsorted_chunks(av)->bk = bck

* bck->fd = unsored_chunks(av)



Unsorted bin attack

0x603500 0x603440

&unsorted bin

« target = unsorted_chunks(av)
+ if target == global_fast_max

» global_fast_max = unsorted_chunks(av)



