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Outline

e Glibc memory allocator Overview



Memory allocator

dimalloc — General purpose allocator
ptmalloc2 - glibc
jemalloc — Firefox

tcmalloc — chrome



What i1s malloc

A dynamic memory allocator
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1 Finclude <stdio.h>

int main(void){

int size = 0 ;

char *p = NULL ;

puts("Enter your length of name");
p = (char *)malloc(size+l) ;
nter your name
read(0,p,size);
printf("Hello %s\n",p);
free(p);

return 9;
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The workflow of malloc

o E—IRH 1T malloc

size >= 128 KB
malloc g mmap » Sys_mmap

trap to kernel
size < 128 KB

brk g sys_brk



The workflow of malloc

o =A

o« HEEE—RBHYA malloc Z/DZER < 128 KB #BE kernel 8&45 132 KB B4 heap
segment (rw) 2{EE o84 main arena

brk

kernel space Kernel space

brk
1 132 KB
start brk
R R




The workflow of malloc

e —

» B _REYT malloc 7 » REDECH ARVEECIERZERA/NAEHE 128

KB » BIAZEBHIT system call IRAAREZER » EBBE /N ZH brk KR
kernel £&5C [EE=ZE [E]

« B{EAZPTAE main arena Ff 7y

kernel

e EHIECIERE free 5T » W AEILEREAS

« EFFRVECIRRE = EiFH glibc ZREIE

o ANIzsz RAUNARYFRIGERRERDA 64 it EERS glibc-2.23 &= » 1%l 32 it il
RZEAIEAL AR/ NERZBRR



Mechanism of glibc malloc

e Chunk

« glibc EEFiCIBREEIENFAY data structure

£ malloc B5p o Ee it ARIZEEEN S —1E chunk (8x/)\A& SIZE_T*4)
 SIZE_T = unsigned long int
 chunk header (prev_size + size) + user data

o UNER:Z chunk # free BIIEHE chunk 1A &% bin By linked list

. Allocated chunk
. Free chunk

* Top chunk


http://osxr.org/glibc/source/malloc/malloc.c#1104

Mechanism of glibc malloc

e heap

chunk header

chunk

data
malloc return value

chunk header

o E - E




Mechanism of glibc malloc

 Allocated chunk

* prev_size

o WNR_E—1RHY chunk & free BIARER » BIEZMMRIEZH £ —1R chunk BY size (B23& header)

« EEENL—RETE

| TEU]

‘B0 S ES AV L —15

e Sjze

o 5% chunk B9 X/ » EFRE =1F flag

+ PREV_INUSE (bit 0) : +—1# chunk 2FFR2 freed

« IS_MMAPPED (bit 1) : % chunk 2 2H mmap o B

« NON_MAIN_ARENA (bit 2) : @& AEF main arena




Mechanism of glibc malloc

e Allocated chunk

prev_size

P:PREV_INUSED
size - M:IS_MMAPPED

N:NON_MAIN_ARENA

DATA



Mechanism of glibc malloc

e freed chunk
* prev_size

e Sjze

 fd : point to next chunk ( 825 bin)

o E:2F5RYRE linked list FBY next chunk » TMIEE4EEC (B2 AY chunk

» bk : point to last chunk ( €25 bin)

e EEIFHIE linked list FBY last chunk » M3FEAEEC[EEEHHY chunk

« fd_nextsize : point to next large chunk (RE1Z bin)

 bk_nextsize : point to last large chunk (A~E1& bin)



Mechanism of glibc malloc

e freed chunk

prev_size
P:PREV_INUSED
size - M:IS_ MMAPPED

_ .

DATA




Mechanism of glibc malloc

e top chunk

o 55—X malloc FFFLEAF heap YRR chunk » 58—1% chunk Fi=2 70 Bc it
Z=HJ chunk » R FIZERERA top chunk » ZBREBEDECERIA RS
top chunk tJi 2

e prev_size

e gjze




Mechanism of glibc malloc

ellg

e |[iInked list

e AT:iE malloc A AE R B S A/ chunk » ELE7E free 38—1@ chunk B » 232:% chunk &
BAR/NINAEERY bin A

« RIBANN—HEBDH

« fast bin
* small bin
* large bin

e unsorted bin



Mechanism of glibc malloc

e fast bin
* a singly linked list

 chunk size < 144 byte

« RHEYH inuse flag

o {x¥E bin FAFTEEY chunk X/ » £9A 10 1@ fast bin 9Bl 24 size 0x20,0x30,0x40...

 LIFO

e & MR malloc K/ M\EdiER free R/\iB[EIRF » =
@\ & AY chunk

tHEIAY bin BXH - A2 Z HXEIA

=\
s




Mechanism of glibc malloc

e fast bin
size ) ¥40, 0x30 0x40 - 0x70
fast bin
array 0x128 0 Oxddaa | ...... 0
\ Oxddaa
0x128 prev_size
prev_size size = 0x40
size = 0x20 fd = null
fd = null bk = null
bk = null |
data

data



Mechanism of glibc malloc

e fast bin
size ) ¥40, 0x30 0x40 - 0x70
fast bin
array 0x128 0 Oxddaa | ...... 0
\ Oxddaa
0x128 prev_size
prev_size size = 0x40
size = 0x20 fd = null
fd = null bk = null
bk = null |
data
data

free(0x466)



Mechanism of glibc malloc

e fast bin
size 0x20 0x30 0x40 ceas 0x70
fast bin
array  0x128 0 | 0x456 | ...... 0
0x128 0x456
prev_size prev_size
size = 0x20 size = 0x40
fd = null fd =
bk = null _
| | bk = null \ Oxddaa
data data :
prev_size
size = 0x40
fd = null
bk = null

data



Mechanism of glibc malloc

e fast bin
size 0x20 0x30 0x40 - 0x70
fast bin
array 0Ox128 0] Ox456 | ...... 0
0x128 / 0x456
prev_size prev_size
size = 0x20 size = 0x40
fd = nult fd = ddaa
bk = null _
| | bk = null \ Oxddaa
data data .
prev_size
size = 0x40
malloc(0x30) fd = null
bk = null

0x30 A{EAHEMTAR/]) » 2HECEILE chunk header |
F A 5 Ee 2l 0x40 BY chunk data



Mechanism of glibc malloc

e fast bin
size ) ¥40, 0x30 0x40 - 0x70
fast bin
— 0x128 O | Oxddaa | ...... 0
\ Oxddaa
0x128 prev_size
prev_size size = 0x40
size = 0x20 fd = null
fd = null bk = null
bk = null |
data

data



Mechanism of glibc malloc

e unsorted bin

e circular doubly linked list

e & free B chunk K/NVKIRER 144 byte IF » BT7TRE » glibc T AE F
& chunk FEITEE FERY bin B » B = 5EXZE! unsorted bin

e M T malloc BEEE45iki%E unsorted bin FEFAHEESH chunk >

AR 2 EEES bin B= > LEIFEE{FIE unsorted bin B9 chunk
FEE FERY bin B > 1B small bin &4 » BTXE » RSiE small bin ¥




Mechanism of glibc malloc

e small bin

» circular doubly linked list
* chunk size < 1024 byte

+ FIFO
o IRIBAR/IED L 62 K/ NARER bin

e 0x20,0x30...0x60,0x70,0x90,...... 1008



Mechanism of glibc malloc

* large bin
* circular doubly linked list (sorted list)
* chunk size >= 1024

 freed chunk ZmM{EME{L fd_nextsize - bk_nextsize 5@ —IREE1E—IR large chunk

o« RIEXR/NED R 63 1E bin (EX/NABZE—EIE A/ BN

e Hi 32 {@ bin & 0x400+64*]
« 32 -48bin & 0x1380 + 512%]

MRUE AR

« ABEZ3E bin A chunk X/NBEIE » B1E bin FFEEZEFHE A AR[EAR/EY bin I EFBEFIZRETIT sort FHAR IR search AY
SR > AR chunk RREERIE @ /)\BY chunk 2 RERE




Mechanism of glibc malloc

e |ast remainder chunk

o £ malloc —I chunk 5 » WIRB K EIEEEKRAY chunk RILAZE user =iy
split 4% chunk YIRXMER D » ZEVAB—ER D ERA—1R chunk hXZl last
remander B > unsortbin th 277 —1R

o BN malloc B » Y18 last remainder chunk 20k » Bl &= 444514 |ast
remainder ) 2K o Hic4s user




e unsorted bin, small bin |,

bin_index 1 2
fd O0x123 &bin2
bk 0x789 &bin2

|

14

&bin14

&bin14

1 prev_size
size = 144
0x789 fd = 0x789
v / bk = &bin1
prev_size
size = 196 data
fd = &bin1
bk = 0x123
data

Mechanism of glibc malloc

63
I
...... &bin64 Oxdead
...... &bin64 Oxbeef
T
Oxdead ’
EEEEY . P —
-------- > prev_size
size = 1152
fd = Oxbeef
bk = &bin73 - l
fd_nextsize  ---:--|-- < prev_size
bk nextsize size = 1140
fd = &bin73
data
bk =0xdead
--------------------------------------------- fd nextsize
"""""""""""""""""""""""" bk nextsize
Oxbeef

data




Mechanism of glibc malloc

e main arena header

e malloc state

« FHEFTEK bin  top chunk H&;

e (U libc BY bss EXH


http://osxr.org/glibc/source/malloc/malloc.c#1667

Mechanism of glibc malloc

 Merge freed chunk

o A TR heap FIERAEXNZSXBEIEIER chunk » £ free N E=Z e E F
chunk & 5 free i E1TES 3

« SHEEEIT unlink =R bin REERY chunk



Mechanism of glibc malloc

* Merge freed chunk

o HT free & unlink BY1EHE » BB chunk 23JE mmaped 1 2R chunk BF

& top chunk » H_E—1R & free chunk

» WRELECIEREF M1

e mxBE1H2! top chunk

« WREFBAERCIZEF F—IRA=Z top chunk

1L

o F—1RE free chunk

e N—IiHE free chunk




Mechanism of glibc malloc

* Merge freed chunk

+ S

e W F—IRE freed

o & F—18 chunk > ¥t E—1R# unlink

» R TF—WZE

« top : 51 Zl top

e —f% chunk :

e freed : 1 T—18 chunk > ¥ F—1RM unlink > &0 unsortbin

* inuse : I unsortbin



Mechanism of glibc malloc

0x4b000

prev_size =0
size = 0x90

free(p) fd = &small bin

bk = &small bin

-

small bin prev_size = 0x90
size = 0x90

vy

unsorted bin —TET e




Mechanism of glibc malloc

0x4b000
5cHH size 2T . prevsize=0
size = 0x90
_:t% chunk fd = &small bin
p i Ox1 0 + Oxgo bk = &small bin

small bin prev_size S p
- T

unsorted bin :
prev_size =0




Mechanism of glibc malloc

0x4b000
R prev_size = 0
*Um Inuse bit size = 0x90
fd = &small bin
=] 3
*ﬁﬁﬂzﬁﬁ?& free 1@. bk = &small bin
small bin prev_size = 0x90 o
- size = 0x90

unsorted bin Srev size = 0




Mechanism of glibc malloc

0x4b000

N prev_size = 0

@Et_iﬁ size = 0x90

fd = &small bin

=
EE?’J freed bk = &small bin
small bin prev_size = (xQ0 p

- Size= OX

unsorted bin orev_size = 0




Mechanism of glibc malloc

0x4b000
*U m prev sjze N prev_size =0
. B size = 0x90
?t:’éljJ:—i% chunk fd = &small bin
bk = &small bin
p - 0x10 - 0x90
small bin prev_size = o
size = 0x90

vy

unsorted bin orev_size = 0




Mechanism of glibc malloc

0x4b000
#1T unlink prev_size = 0
4% - —1% chunk R
fit bin RFZER b
small bin prev_size = 0x90 o

size = 0x90

unsorted bin orev_size = 0




Mechanism of glibc malloc

0x4b000

merge

small bin

unsorted bin




Mechanism of glibc malloc

0x4b000

B unsorted bin /

small bin

unsorted bin




Practice

e Pwngdb

e https://github.com/scwuaptx/Pwngdb

o BHZIA[E malloc K/\BF chunk AR E

e ERZ merge HIIRZ



Outline

e Use After Free



Use after free

o« 'S free STZ1& » WIRAF pointer 52Ak null MAE#E{£FI5Z pointer 5% pointer
#8724 dangling pointer

» RIE use HFNARIMBARRITA @ FlEEEEEUEENSZEESUER
A E—TENIEHIREIURE




N OO N &6 W N M

Use after free

#1nclugde

int main()R
char *p = (char *)malloc(
free(p);
read(©,p,100);

);



Use after free

* Assume there exists a dangling ptr struct stu
[ ] {
* p IS a pointer of movement long stu_id ;
name[ '~ ];
o« free(p) }

struct movement

void (*playctf)();
U;:@ (*plOYball)();
void (*playgame)();

note["];



Use after free

 Assume there exists a dangling ptr struct stu
{
e pIs a pointer of movement long stu_id ;
name[ 4] ;
 free(p) // p is dangling ptr }

e ( = ("struct stuymalloc(sizeof(stu)) il et movenent
vVO1ld (* p]- ay Ct f) () ;
VO -’_ ﬁj (* pl aybal 1 ) () ;
void (*playgame)():
char nOte[ ];

o IIERFE A fast bin BIEME(E p == 0




Use after free

 Assume there exists a dangling ptr
e pis a pointer of movement
e free(p) // p is dangling ptr
e ( = (*struct stuymalloc(sizeof(stu))
o IEFFEZ fast bin FIREER(E p == q

* setid =0x616161616161

struct stu

{

long stu_id ;
name[ < ];

}

struct movement

(*playctf)();
(*playball)();
(*playgame)();

har note[“];



* Assume there exists a dangling ptr

Use after free

p IS a pointer of movement
free(p) // p is dangling ptr

q = ("struct stu)malloc(sizeof(stu))

ItEFFE A fast bin BEA{Z(E p == g

set id = 0x616161616161

p.playctf()

struct stu

{
long stu_1id ’
name[ - “];

}

struct movement

{
void (*playctf)();
void (*playball)();
void (*playgame)();
char note[“];

}



Use after free

* Assume there exists a dangling ptr struct stu
{
* pIs a pointer of movement long stu_id ;
name[ - “];
 free(p) // p is dangling ptr }
* q = (*struct stu)malloc(sizeof(stu)) struct movement
{
» LERFE A fast bin BIBEME p == g void (*playctf)();
void (*playball)();
{0 | L () *
. setid = 0x616161616161 (*playgame)();
char nOte[ ],

5 rip = 0x616161616161 1

o p.playcCtf() mmmene



Outline

 Heap Overflow



Heap overflow

e 1£ heap EXH 224 R buffer overflow

o EEHEAEEIES eip B AFIFHZE T—1& chunk header - ii%l|F malloc
i58Y free INIEREVIT AR EIRFRERTIEUER A » EMIEH eip



Heap overflow

chunk header

chunk header

data

chunk header overflow

data

chunk header




Heap overflow

e Unlink
e Malloc maleficarum

e Qverwrite Fastbin



Heap overflow

e using unlink

e 538 overflow 18 freed chunk 28 > fd & bk » BFIF unlink & FD-
>bk = BK & BK->fd = FD RE R (FEECIEEEN B

Unlink(P, BK, FD) {
FD = P->fd ;
BK = P->bk ;
FD->bk = BK ;
BK->Td = FD ;



Heap overflow

e 58— doubly linked list & > delete —{& node BFAYIEFE

P
fd fd fd
0] ¢ « 0] ¢ P bk
@Unlink(P, BK, FD) {
FD = P->Td ;
unlink(P,BK,FD) BK = P->bk ;
FD->bk = BK ;
BK->fd = FD ;

}



Heap overflow

e 58— doubly linked list & > delete —{& node BFAYIEFE

P FD

- >- >.

fd fd 1{o
bk « bk « bk
Hnlink(P, BK, FD) {
FD = P->Td ;
FD = P->fd BK = P->bk ;
FD->bk = BK ;
BK->fd = FD ;

}



Heap overflow

e 58— doubly linked list & > delete —{& node BFAYIEFE

BK P FD
fd 1{o fd
bk « bk < bk

Hnlink(P, BK, FD) {
FD = P->Td ;
BK = P->bk BK = P->bk ;
FD->bk = BK ;
BK->fd = FD ;

}



Heap overflow

e 58— doubly linked list & > delete —{& node BFAYIEFE

BK P FD
fd 1{o fd
bk < bk bk

Hnlink(P, BK, FD) {
FD = P->Td ;
FD->bk = BK BK = P->bk ;
FD->bk = BK ;
BK->fd = FD ;

}



Heap overflow

e 58— doubly linked list & > delete —{& node BFAYIEFE

BK P FD
__A|IIIIIIIIIII IIIIIIIIIIII >IIIIIIIIIIII+—J
fd fd fd
0] ¢ < bk bk
Hnlink(P, BK, FD) {

FD = P->Td ;

BK->fd = FD BK = P->bk ;

FD->bk = BK ;

BK->fd = FD ;
}



Heap overflow

e 58— doubly linked list & > delete —{& node BFAYIEFE

BK P FD
fd 1{o fd
bk 0] ¢ bk

Hnlink(P, BK, FD) {
FD = P->Td ;
BK = P->bk ;
FD->bk = BK ;
BK->fd = FD ;

}



Heap overflow

e using unlink

overflow

— bk = shellcode addr




Heap overflow

e using unlink

o free(q) prev_size =0
size = 0x90

prev_size =0

size = 0x91

fd = got entry - 24

bk = shellcode addr

prev_size = 0x90

size = 0x90




Heap overflow

e using unlink

. free(q) prev_size = 0

size = 0x90

e FD =P->fd = got entry - 24

e BK =P->bk = sc addr prev_size = 0

size = 0x91

fd = got entry - 24

bk = shellcode addr

prev_size = 0x90

size = 0x90




Heap overflow

e using unlink

e free(q) prev_size = 0
b size = 0x90
e FD = P->fd = got entry - 24 g
e BK =P->bk =sc addr
prev_size =0
e FD->bk = BK size = 0x91
fd = got entry - 24
e gotentry -24 + 24 = sc addr ~ bk =shellcode addr
e BK->fd =FD prev_size = 0x90
size = 0x90

e Sc addr + 16 = got entry - 24



Heap overflow

using unlink

e free(q) prev_size = 0
3 size = 0x90

e FD = P->fd = got entry - 24 g

e BK =P->bk =sc addr

prev_size =0

e FD->bk = BK GOT hijacking size = 0x91
—— ST - fd = got entry - 24

bk = shellcode addr

a_o-ams

e BK->fd =FD prev_size = 0x90

size = 0x90

e Sc addr + 16 = got entry - 24



Heap overflow

e using unlink

» K3 shellcode B95E16 FIZE 24 1@ byte & XA
sc addr + 16 = got entry - 24 TI#RALIE

o FE(ZI1EA shellcode XA jmp BV A T BKEIB EEEN1T

e & R call ] got entry BFEZ BEZ shellcode EHIT S



Heap overflow

using unlink (modern)

- {BIREZIEERY > IR{X glibc HH

1=

155z h A8 A{ER

Double free detect
Invalid next size
Corrupted double linked list

Corrupted size vs. prev_size

4

1 H

12

BT

A1 chunk BT E K H AT RERK T (DEP) » {#




Heap overflow

e detection Iin unlink

e corrupted double linked list

18 circular doubly linked list 5T 2% » 8K EER[EIR W ETE[EIH
= [EIFLEEET corrupted double-linked list il FERFE T

e P->bk->fd ==

o P->fd->bk ==



Heap overflow

e detection Iin unlink

o Corrupted size vs. prev_size

o FERA size B} prev_size #HE X

e chunksize(P) == next_chunk(P)->prev_size

» glibc 2.26 &F1EAYEE » ubuntu 16.04 glibc & update PRATE?

A

\—é— i
)




Heap overflow

e using unlink (modern)

 pypass the detection

 WVBIRES chunk 4515

o WZBIEIIEM1AIE chunk BY pointer & 5% pointer BY address

» HLEEERANNMAAIR » BEEERAZENIBEATENE

e chunk size & next_chunk->prev_szie E—iE{&is



Heap overflow

e using unlink (modern)

prev_size =0

 pypass the detection size = 0x80

e there’re a pointer r point to
data of the second chunk. prev_size = 0

size = 0x91

prev_size =0

size = 0x91




Heap overflow

e using unlink (modern)

prev_size =0

* bypass the detection size = 0x80

e there’re a pointer r point to
data of the second chunk. . fake chunk

fake prev_size = 0x90
e overflow and forge chunks. " fake size = 0x80

| fake fd = &r-0x18
fake bk = &r-0x10

= Il OV — (I

size = 0x90




Heap overflow

e using unlink (modern) orev_size = 0

size = 0x80
* bypass the detection

e there’re a pointer r point to
data of the second chunk.

~ fake prev_size = 0x90 -

fake size = 0x80
fake fd = &r-0x18
fake bk = &r-0x10
* YyOU Can see the pointerr "~ fake prev_size2=0x80

IS point to the fake chunk size = 0x90

e overflow and forge chunks.




Heap overflow

e using unlink (modern)

prev_size =0

* bypass the detection size = 0x30

e free(q)

~ fake prev_size = 0x90 -

fake size = 0x80
fake fd = &r-0x18

fake bk = &r-0x10
" fake prev_size2=0x80

size = 0x90




Heap overflow

e using unlink (modern)

prev_size =0

* bypass the detection size = 0x30

* free(q)

e check g &r is freed

~ fake prev_size = 0x90 -

fake size = 0x80
fake fd = &r-0x18

fake bk = &r-0x10
" fake prev_size2=0x80

size = 0xPO




Heap overflow

e using unlink (modern) orev_size = 0

size = 0x80
* bypass the detection

* free(q)

. ~ fake prev size =0x90 -
e check q & ris freed i

" fake size = 0x80
- fake fd = &r-0x18
|

fake bk = &r-0x10

e find the last chunk of g

e -0x10 - prev_size2 =r size = 0x90




Heap overflow

e using unlink (modern)
 pypass the detection
e unlink(r,FD,BK)
* FD =r->fd = &r - 0x18

e BK=r->bk=4&r -0x10

prev_size =0

size = 0x80

~ fake prev_size = 0x90 -

fake size = 0x80

fake fd = &r-0x18

fake bk = &r-0x10

" fake prev_size2=0x80

size = 0x90




Heap overflow

* using unlink (modern)
* bypass the detection
o unlink(r,FD,BK)
* check
 prev_size2 == fake_size == 0x80
o r->fd->bk ==r = *(&r-0x18+0x18) = r

e r->bk->fd ==r = *(&r-0x10+0x10) =r

prev_size =0

size = 0x80

~ fake prev_size = 0x90

fake size = 0x80

fake fd = &r-0x18

fake bk = &r-0x10

~ fake prev_size2=0x80

size = 0x90




Heap overflow

e using unlink (modern)
* bypass the detection
 FD->bk =BK
e *(&r-0x18+0x18) = &r-0x10
 BK->fd =FD

e *(&r-0x10+0x10) = &r-0x18

prev_size =0

size = 0x80

~ fake prev_size = 0x90

fake size = 0x80

fake fd = &r-0x18

fake bk = &r-0x10

" fake prev_size2=0x80

size = 0x90




Heap overflow

* using unlink (modern)
* bypass the detection
* FD->bk = BK
e *(&r-0x18+0x18) = &r-0x10
 BK->fd =FD
e *(&r-0x10 + 0x10) = &~0x18

 We change the value of &r successful
then we may change other thing in mem.

prev_size =0

size = 0x80

~ fake prev_size = 0x90

fake size = 0x80

fake fd = &r-0x18

fake bk = &r-0x10

" fake prev_size2=0x80

size = 0x90




Heap overflow

e using unlink (modern)

* bypass the detection

e BE r 2@ data pointer

» BRI B ENEEMIFE & ML pointer A2 BRI HIELE
pointer ZIEMEENEEIKREA » WRZFE function pointer Er]H
=12 eip



Heap overflow

BSS




Heap overflow

BSS

Heap overflow




Heap overflow

BSS

unlink
*(&R-0x18+0x18) = &R-0x10
*(&R-0x10+0x10) = &R-0x18




Heap overflow

BSS I

Write data to R




Heap overflow

BSS




Heap overflow

BSS




Heap overflow

Using malloc maleficarum
 The House of Mind
 The House of Prime
 The House of Spirit
 The House of Force

e The House of Lore



The House of Spirit

e stack overtlow

o 5 stack overflow £Z9Z=Z ret B

E free B ptr Ai{AiE chunk

e

o Xl stack overflow &

e ZEEt¥Y prev_size & size MRIE  BiAMEE

e using fastbin

e = X malloc BF = EVS1AiERY chunk



The House of Spirit

o BJLAf# information leak

« 1 AIANK stack overflow Y FE 2

. BLEEEN stack BHEVF—I% chunk By size EF 5354 0x10 B2 & >
size WELREREER

e 32 bit & 0x8 {2



The House of Spirit

* Assume exist free(p)

° read(O,buf,size) fake_size 2
e read A EZIPILAZ ret . ret
ebp
*p
dddd b

eeee

buf



The House of Spirit

e overflow *p

fake chunk




The House of Spirit

e overflow *p

o free(p) -> free(q) fake_size 2

fake chunk

ret

ebp

buf



e overflow *p

The House of Spirit

° free(q) . fake_size 2 |
o« N—1IR size EFIA ret

ebp

buf



The House of Spirit

e overflow *p

e free(q) fake_size_2
« malloc(fake_size-16) fake size | ret
5 ebp

e |t will return g

buf



The House of Spirit

*
overflow *p fake_size 2

HEEo)

ret

ebp

malloc(fake_size-16)

e it will return g

read(0,q,fake_size-16)

buf



The House of Spirit

overflow *p fake_size 2
HEE(o)
malloc(fake_size-16)
e it will return g
: q
fake size

read(0,q,fake_size-16)

fake prev_size

buf



The House of Force

malloc it top D ECZEREIRF » top (UBE A ERI{UE+72HC chunk XK/ » A
Y top B

nb = malloc 05 user PREE K/

new top = old top + nb + sizeof(chunk header)



The House of Force

* malloc(nb)

top chunk




The House of Force

» malloc(nb)

+ 185 top_size REWHEMAERE P

e top_size-nb >0 ? — top chunk
A

e true : it top i —————

» false : { mmap or

&K heap ZE[E]




The House of Force

* malloc(nb)

e new top =

old top + nb + sizeof(chunk header)
top chunk




The House of Force

malloc(nb)
new tOp — prev_size
old top + nb + sizeof(chunk header) size
data old top
new_top_size = | —
prev_size

top_size - (hb+sizeof(chunk header)

nb + sizeof(header) b +

sizeof(header)

data

prev_size new tOp

new_top_size




The House of Force

» heap overflow Z3if top chunk By size » Er—1{EAEAE

e X malloc BF » malloc —{EB RKAIENF(nb) » ZA18 arena header Y top chunk
O & & e

* new top chunk = old top + nb + sizeof(header)

« nb A EER » IABEEZZHEIBERRERINET » 2 E:ZE fake size - nb >
0 FLEE glibc A% top i2BZERIRIBAZE » & nb m%ﬂﬁ ﬁﬁu top E1EAI » i5
i overlap

e 751k MR malloc U EAFE=E new top chunk B E


http://osxr.org/glibc/source/malloc/malloc.c#3765
http://osxr.org/glibc/source/malloc/malloc.c#3765

The House of Force

top chunk




The House of Force

top chunk




The House of Force

e Qverflow

* top size -> a large value

top chunk




The House of Force

e Qverflow
* top size -> a large value 0
Ox41
° ma”OC(nb) function ptr
* new top chunk = old top + nb + 16 0
Ox41
* Nnb =new top - old top - 16 adaadaaa
P P naaAaaaa top chunk
dddddddd ’
OXx e




The House of Force

e Qverflow

new top
* top size -> a large value 0
0x41
° ma”OC(nb) function ptr
* new top chunk = old top + nb + 16 0
0x41
° — - - — dddddada
b = -(0x40+0x40) - 0x10 top chunk
dadddddadad ’
it




The House of Force

e Qverflow new top
* top size -> a large value 0
Ox41
* malloc(—1 44) function ptr
 check 0
Ox41
o OXxfFfffff - (-144) > O seaagaad top chunk

dddaaddaa

Ox e




The House of Force

* top size -> a large value
 malloc(-144)

* malloc(0x30)



The House of Force

* top size -> a large value
 malloc(-144)

* malloc(0x30)

e call function ptr



 malloc(-144)
* malloc(0x30)

e call function

The House of Force

 QOverflow top chunk

e top size -




Overwrite Fastbin

$81bl House of Spirit

AN R Bl A Z fastbin BY free chunk PILARE fd 24 B fake chunk B E » R
FIGE size 2BIN5% fastbin #iif » B &E F—X malloc R &SI

T FZR malloc(size-0x10) 5 » B & EXiS§5% fake chunk BV E

fake chunk AIA @ EsCIEiEE



Overwrite Fastbin

size 0x20 0x30 0x40 - 0x70
fast bin
— 0Ox128 0 Oxddaa | ...... 0
\ Oxddaa
0x128 prev_size
prev_size size = 0x40
size = 0x20 fd = null
fd = null bk = null
bk = null data
data

Overwrite fd




Overwrite Fastbin

size 0x20 0x30 0x40 - 0x70
fast bin
array 0x128 0 Oxddaa | ...... 0
\ Oxddaa
0x128 prev_size
prev_size size = 0x40
size = 0x20 fd = null
fd = Oxbeef bk = null
bk = null data
data

malloc(0x10) = 0x128+0x10




Overwrite Fastbin

size 0x20 Ox30 0x40 . 0x70
fast bin
array Oxbeef 0] Oxddaa | ...... 0
\ Oxddaa
—prev—size——
fd = null
bk = null

data

malloc(0x10) = Get the Oxbeef chunk



fas

Overwrite Fastbin

malloc(0x10) = Get the Oxbeef chunk



Outline

* Appendix - Detection in Glibc



Detection In Glibc

e detection in malloc
¢ size £ fastbin Y157

 memory corruption (fast)

o {1t fastbin YL AY5E—IR chunk BY (unsigned long) size A& E% fastbin FRAY

1EE HIVERIE malloc BY bytes X/NEX1F index 18 » El¥1fEHRY fastbin #% » X
1R 1& 12 E 5% chunk BY (unsigned long) size & B % fastbin

K

L

L
-

o (BEEMRLEERE (ER S UAfastbin FFE—IR size BY4Sfastbin 1Y index » BEELE

index EREIEIE R index £&MHE » AiEEH index B TVZH unsigned int (4
byte)




Detection In Glibc

e detection in malloc

e size & smallbin BII537

 smallbin double linked list corrupted

o MIEEER smallbin FERE—ER » BS5E smallbin & double linked list

e victim == smallbin &%&—1% chunk

e bck = victim->bk

e bck->fd == victim



Detection In Glibc

e detection in malloc

e unsortbin FA chunk

* memory corruption

e HY unsortbin B9&x1&—1I® chunk {E4& victim

—

e victim->size B SHHE

. size AKX 2 x SIZE_SZ (0x10)

e size WNE/\IR system_mem

e system mem : heap IR/ NEE A 132k




Detection In Glibc

e detection In malloc

e size & largebin HJIE;R

e corrupted unsorted chunks

o EIEIFESAY chunk tJ45 user 18 > Fl FAIZERIZINE! last
remainder > 731 10%l unsortbin A

o IEHF=HY unsortbin BIE—1ER fd EFZEFL unsortbin B E



Detection In Glibc

* detection in free
e |nvalid pointer
e & alignment
» chunk address &4 0x10 AYZE

e 1&& chunk address & /)\J? - size



Detection In Glibc

e detection In free
e |nvalid size

o @& chunk size EFEE

e size WhZEZA 0x10 HIEEL (A& &K 3 bit)

- FiEESBERS alignment

e size MBEARFL MINSIZE ( 0x20 byte )



Detection In Glibc

e detection In free

¢ size 2 fastbin BY151

* invalid next size (fast)

o BT T—1IR chunk size EFE%E

|

¢ size Y\

KR MINSIZE ( 0x10 byte )

\\\\
/

T

o size WZE/\IR system_mem

A4

« system mem : heap B AR/NEBE A 132k




Detection In Glibc

e detection In free

e size £ fastbin BYE R

* double free or corruption (fasttop)

e BE fastbin FEYE—1R chunk [EIEE free BY chunk EF ARG

« EEMHEIFE abort



Detection In Glibc

e detection In free

e size & smallbin & largebin B9I&% (JF mmap)

* double free or corruption (top)

e WEIFE free B chunk IR top chunk W BEEZ2 ARG

« EEMHEIFE abort



Detection In Glibc

e detection In free

e size & smallbin & largebin B9I&% (JF mmap)

 double free or corruption (out)

e ATEHKT—IR chunk I BEEBHE heap BYER

o B heap E5R M= abort



Detection In Glibc

e detection In free

e size & smallbin & largebin B9I&% (JF mmap)

* double free or corruption (!prev)

o RIET—1IR chunk A9 inuse bit KiEEIFE free B chunk 285 E
iR free 1B



Detection In Glibc

e detection In free

e size =& smallbin & largebin BYIER (JE mmap)

* invalid next size (hormal)

o @B T—IR chunk size EF&%

e size WNEKIRN 2 x SIZE_SZ (0x10)

T

¢ size WZE/\R system_mem

« system mem : heap BUX/NEFE & 132k




Detection In Glibc

e detection In free

e size & smallbin & largebin B9I&% (JF mmap)

e corrupted unsorted chunks

e 7F unlink B2 EZ! unsortbin B » =41t unsortbin EX&—18
chunk 3k » FA181@E % chunk B bk 28 %/ unsortbin



Reference

understanding-glibc-malloc

Modern Binary Exploitation - heap exploitation

MallocMaleficarum

glibc cross reference

SP heap exploitation by dada



https://sploitfun.wordpress.com/2015/02/10/understanding-glibc-malloc/
http://security.cs.rpi.edu/courses/binexp-spring2015/lectures/17/10_lecture.pdf
https://packetstormsecurity.com/files/view/40638/MallocMaleficarum.txt
http://osxr.org/glibc/source/
http://secprog.cs.nctu.edu.tw/files/heap_exploit.pdf




