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Installation

$ wget http://tiny.cc/b3bggz -0 ~/pwn-basic-env-setup.sh
$ cat ~/pun-basic-env-setup.sh # EMITAEBERS

$ cat ~/pwn-basic-env-setup.sh | sh
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Introduction

e Binary Exploitation

o Useful Tools



Binary Exploitation

o FFH—3Z Binary B9&@ (Vulnerability) Z& iz HIFE RO
2 (Control Flow)

o BRIERESIENRIIERHE

e YH8 Pwn



Binary Exploitation




Useful Tools

e Oobjdump

o readelf

e IDA Pro

e GDB-PEDA

e Pwntools



bof:

objdump

$ objdump -d -M intel bof

file format elf64-x86-64

Disassembly of section .init:

00000000004004b0 <_init>:

4004b0O:
4004b4:
4004bb:
4004be:
4004cO:
4004c2:
4004ch6:

address

48
48
48
74
ff
48
c3

83 ec 08

8b 05 3d O0b 20 00
85 c0

02

o[0)

83 c4 08

machine code

sub
mov
test
je
call
add
ret

—

assembler

rsp, 0x8

rax, QWORD PTR

rax, rax

4004c2 <_1n1t+0x12>
rax

rsp, 0x8

assembly



readelf

$ readelf -a bof

ELF Header:
Magic: 7f 45 4c 46 02 01 01 00 OO0 0O OO OO 0O 00 00 00

Class: ELF64

Data: 2's complement, little endian
Version: 1 (current)

0S/ABI: UNIX - System V

ABI Version: 0

Type: EXEC (Executable file)
Machine: Advanced Micro Devices X86-64
Version: Ox1

Entry point address: 0x400520



O Q) IDA - bof /Users/Segno/Share/ntustisc/pwn-basic-challenge/bof/home/bof
% H ay Sy 8y & B B 3 A @ ‘of gf @ Fy #F m X p @ O Nodebugger @ »

11100 B | ] Imile | B

Library function . Regular function Instruction Data Unexplored External symbol
| 7] Functions window mi - x ] E IDA View-A @ [[5 Pseudocode-A @ [T] Hex View-1 @ [E1Enums @ FE Imports @ (2] Exports
.text:0000000000400639 ; C I NI
- . .text:0000000000400639
[£] init_proc .text:0000000000400639 ; Attributes
(7] sub_4004D0 .text:0000000000400639
7] _puts .text:0000000000400639 ; int __cdecl main(int argc, const char **argv, const char **envp)
7] _read .text:0000000000400639 public main
.text:0000000000400639 main proc near
.text:0000000000400639
7] fflush . text:0000000000400639 buf = byte ptr -10h
[f] _start .text:0000000000400639
[ 7] _dl_relocate_static_pie .text:0000000000400639 ; __unwind {
[7] deregister_tm_clones .text:0000000000400639 push rbp
.text:000000000040063A mov rbp, rsp
.text:000000000040063D sub rsp, 10h
(7] _do_global_dtors_aux .text:0000000000400641 lea rdi, s
(7] frame_dummy .text:0000000000400648 call _puts
E yOu_c4n7_533_m3 .text:000000000040064D mov rax, cs:__bss_start
.text:0000000000400654 mov rdi, rax ; stream
7] _libe_csu_init .text:0000000000400657 call _fflush
— = . text:000000000040065C lea rax, [rbp+bufl]
[#] _libc_csu_fini .text:0000000000400660 mov edx, 30h ; nbytes
|#] _term_proc .text:0000000000400665 mov rsi, rax ; buf
7] puts .text:0000000000400668 mov edi, 0 ; fd
7] read .text:000000000040066D call _read
- . . .text:0000000000400672 mov eax, 0
7] _libe_start_main .text : 0000000000400677 leave
7] execve .text:0000000000400678 retn
| 7] fflush .text:0000000000400678 ; } // starts at 400639
(7] _gmon_start__ .text:0000000000400678
.text:0000000000400678
.text:0000000000400678

Line 14 of 23 00000639 0000000000400639: main (Synchronized with Hex View-1)

Function name

7] _execve

| 7] register_tm_clones

£ | main

'=] Output window
The initial autoanalysis has been finished.

Python

AU: idle Down Disk: 255GB




push
mov
sub
lea
call
mov
mov
call
lea
mov
mov
mov
call
mov
leave
retn

rbp

rbp, rsp

Isp,

rdi, s

_puts

IDA Pro

rax, cs:__bss start

rdi, rax
_fflush

rax, [rbp+buf]
edx, 30h

rsi, rax

edi, 0

_read
eax,

?

; Stream

nbytes
buf
fd

*

decompiler

int __ _cdecl main()

{
char buf; // [xsp+0h] [rbp-10h]

puts("This is your first bof challenge ;)");
fflush(_bss_start);

read(0, Sbuf, Ox30ulLL);

return 0;



GDB-PEDA

e PEDA - Python Exploit Development Assistance for GDB
e Many useful features

 checksec

e vmmap

e find



register state

current code

stack values

RAX:
RBX:
RCX:
RDX:
RSI:
RDI:
RBP:
RSP:
RIP:
R8 :
R9 :
R10:
R11:
R12:
R13:
R14:
R15:

Registers
0x400687 (<main>: push  rbp)

0x0

0x400770 (<__libc_csu_init>: push r15)

Ox7fffffffess8 --> Ox7fffffffe6cf ("LC_ALL=en_US.UTF-8")
Ox7fffffffes38 --> Ox7fffffffe68b

0x1

0x400770 (<__libc_csu_init>: push r15)

Ox7fffffffe358 --> Ox7ffff7a05b97 (<__libc_start_main+231>:mov
0x400687 (<main>: push  rbp)

Ox7ffff7dded80 --> 0x0

Ox7ffff7dded80 --> 0x0

0x0

0x0

0x4005a0 (<_start>: XO0T ebp, ebp)

Ox7fffffffe430 --> 0x1

0x0

0x0

edi,eax)

EFLAGS: 0x246 (carry PARITY adjust ZERO sign trap INTERRUPT direction overflow)

Code

0x400681 <frame_dummy+1>: mov rbp,rsp
0x400684 <frame_dummy+4>: pop rbp
0x400685 <frame_dummy+5>: jmp 0x400610 <register_tm_clones>

1
\4

0x400687 <main>: push rbp

0x400688 <main+1>: mov rbp,rsp
0x40068b <main+4>: sub rsp,0x30
0x40068f <main+8>: mov rax,QWORD PTR [rip+0x2009ba]

0x400696 <main+15>: mov ecx,0x0
Stack
0000| Ox7fffffffe358 --> Ox7ffff7a05b97 (<__libc_start_main+231>:mov edi,eax)
0008| Ox7fffffffe360 --> 0Ox1
0016| Ox7fffffffe368 --> Ox7fffffffe438 --> Ox7fffffffe68b
0024| Ox7fffffffe370 --> 0x100008000
0032| Ox7fffffffe378 --> 0x400687 (<main>: push  rbp)
0040| Ox7fffffffe380 --> 0Ox0
0048| Ox7fffffffe388 --> 0x325c2f8374f70471
0056| Ox7fffffffe390 --> 0x4005a0 (<_start>: xor ebp,ebp)

Legend: code, data, rodata, heap, value

Breakpoint 1, 0x0000000000400687 in main ()
gdb-peda$



Pwntools

e CTF framework and exploit development library

from pwn import =

context(arch = '1386', os = 'linux')

r = remote( 'exploitme.example.com', 31337)
# EXPLOIT CODE GOES HERE

r.send(asm(shellcraft.sh()))
r.interactive()



Pwntools

p64(int) Oxfaceb00c => ‘\x0c\xb0\xce\xfa\x00\x00\x00\x00'
ub4(str) ‘\x0c\xb0\xce\xfa\x00\x00\x00\x00" => OxfacebO0Oc
p32(int) Oxfaceb00c => ‘\x0c\xb0\xce\xfa’

u32(str) ‘\x0c\xb0\xce\xfa’ => Oxfaceb00c

remote(host, port) / process(path)

.recv(int) 7 => Hello world! => ‘Hello w’

¢

.recvuntil(str) or’ => Hello world! => ‘Hello wor’

.recvline() === .recvuntil(‘\n’)
.send(str) ‘payload’ => ‘payload’
.sendline(str) ‘payload’ => ‘payload\n’

.interactive()



Lab O

nc isc.taiwan-te.ch 9999



Binary Format



Binary Format

e Linux - ELF

e rodata, data, code, stack, heap



0

nary Format

Ox400000

0x601000
data VMA
0x602000 - 2
heap
Memory Mapping
>
stack
-l Ox7FFFFfFffO00 I—
.bss
kernel space
In Disk - g

In Memory



x64 Calling Convention



x64 Calling Convention

e rdi, rsi, rdx, rcx, r8, r9, (push to stack)
e rdi, rsi, rdx, r10, r8, r9, (push to stack) for system call

e return value is stored In rax



x64 Calling Convention

foo(0x100, 0x200, 0x300, Ox400, 0x500, 0x600, 0x700, 0x800);



x64 Calling Convention

foo(0x100, 0x200, 0x300, Ox400, 0x500, 0x600, 0x700, 0x800);

rdi = push Ox800

rsi = push Ox700

rdx = mov r9d, 0x600

YCX = mov r8d, 0x500

Y8 = mov ecx, 0Ox400

Y9 = mov edx, 0x300
mov esi, 0x200
mov edi, 0x100
call foo

stack



x64 Calling Convention

foo(0x100, 0x200, 0x300, Ox400, 0x500, 0x600, 0x700, 0x800);

rdi = push  0x800

rsi = push Ox700

rdx = mov r9d, 0x600

YCX = mov r8d, 0x500

Y8 = mov ecx, 0Ox400

Y9 = mov edx, 0x300
mov esi, 0x200
mov edi, 0x100
call foo

stack



x64 Calling Convention

foo(0x100, 0x200, 0x300, Ox400, 0x500, 0x600, 0x700, 0x800);

rdi = push  0x800

rsi = push Ox700

rdx = mov r9d, 0x600

YCX = mov r8d, 0x500

Y8 = mov ecx, 0Ox400

Y9 = mov edx, 0x300
mov esi, 0x200
mov edi, 0x100
call foo

stack



x64 Calling Convention

foo(0x100, 0x200, 0x300, Ox400, 0x500, 0x600, 0x700, 0x800);

rdi = push  0x800

rsi = push  0x700

rdx = mov r9d, 0x600

YCX = mov r8d, 0x500

s mov ecx, 0Ox400

r9 = 0x600 mov edx, 0x300
mov esi, 0x200
mov edi, 0x100
call foo

stack



x64 Calling Convention

foo(0x100, 0x200, 0x300, Ox400, 0x500, 0x600, 0x700, 0x800);

rdi = push  0x800

rsi = push  0x700

rdx = mov r9d, 0x600

YCX = mov r8d, 0x500

r8 = 0x500 mov ecx, 0Ox400

r9 = 0x600 mov edx, 0x300
mov esi, 0x200

mov edi, 0x100
call foo

stack



x64 Calling Convention

foo(0x100, 0x200, 0x300, 0x400, O0x500, 0x600, 0x700, 0x800);

rdi = push  0x800

rsi = push  0x700

rdx = mov r9d, 0x600

rcx = 0x400 mov r8d, 0x500

r8 = 0x500 mov ecx, 0x400

r9 = 0x600 mov edx, 0x300
mov esi, 0x200

mov edi, 0x100
call foo

stack



x64 Calling Convention

foo(0x100, 0x200, 0x300, O0x400, O0x500, 0x600, 0x700, 0x800);

rdi = push  0x800

rsi = push  0x700

rdx = 0x300 mov r9d, 0x600

rcx = 0x400 mov r8d, 0x500

r8 = 0x500 mov ecx, 0x400

r9 = 0x600 mov edx, 0x300
mov esi, 0x200
mov edi, 0x100
call foo

stack



x64 Calling Convention

foo(0x100, 0x200, 0x300, Ox400, O0x500, 0x600, 0x700, 0x800);

rdi = push  0x800

rsi = 0x200 push 0x700

rdx = 0x300 mov r9d, 0x600

rcx = 0x400 mov r8d, 0x500

r8 = 0x500 mov ecx, 0x400

r9 = 0x600 mov edx, 0x300
mov esi, 0x200
mov edi, 0x100
call foo

stack



x64 Calling Convention

foo(0x100, 0x200, 0x300, Ox400, O0x500, 0x600, 0x700, 0x800);

rdi = 0x100 push Ox800

rsi = 0x200 push Ox700

rdx = 0x300 mov r9d, 0x600

rcx = 0x400 mov r8d, 0x500

r8 = 0x500 mov ecx, 0x400

r9 = 0x600 mov edx, 0x300
mov esi, 0x200
mov edi, 0x100

call foo

stack



x64 Calling Convention

foo(0x100, 0x200, 0x300, Ox400, 0x500, 0x600, O0x700, 0x800);

rdi = 0x100 push  0x800

rsi = 0x200 push Ox700

rdx = 0x300 mov r9d, 0x600

rcx = 0x400 mov r8d, 0x500

r8 = 0x500 mov ecx, 0x400

r9 = 0x600 mov edx, 0x300
mov esi, 0x200
mov edi, 0x100

call foo

stack



Stack Frame



Stack Frame

e Function Prologue
e Function Epilogue

e Example



Function Prologue

rsp = Ox7fffffffeff8 4004e7: push rbp
rbp = Ox7ffffffffo00 4004e8: mov rbp, rsp
rip = 0x400522 4004eb: sub rsp, 0x10

400522 call 4O04e7
400527

ox7fffffffeff8 Oxdeadbeef +«——1ISp

OxX7ffffffffoo0o Oxfacebooc <«—rxbp

stack



Function Prologue

rsp
rbp
rip

ox7fffffffeffo

ox7fffffffeffs

ox7ffFFffffooe

ox7fffffffeffo
ox7ffFFffffooe
Ox4004e7

Oxdeadbeef

Oxfacebooc

stack

<+«—715sp

<«—1bp

4O0L4e7:
4004e8:
4004eb:

400522:
400527

push
mov
sub

call

rbp
rbp, rsp
rsp, 0x10

4004e7



Function Prologue

rsp = Ox7fffffffefe8

rbp = Ox7ffffffffo00

rip = 0x4004e8
ox7fffffffefes
ox7fffffffeffo
Ox7fffffffeff8 Oxdeadbeef
Ox7ffffffffooo Oxfacebooc

stack

<+«——715Sp

<«—1bp

4O04e7:
4004e8:
4004eb:

400522:
400527

push
mov
sub

call

rbp
rbp, rsp
rsp, 0x10

4004e7



Function Prologue

rsp = Ox7fffffffefe8

rbp = Ox7fffffffefe8

rip = 0x4004eb
ox7fffffffefes
ox7fffffffeffo
Ox7fffffffeff8 Oxdeadbeef
ox7ffffffffoo0 Oxfacebooc

stack

4O04e7:
4004e8:
4004eb:

400522:
400527

<+«—1sp, rbp

push
1[0}
sub

call

rbp
rbp, rsp
rsp, 0x10

4004e7



Function Prologue

ox7fffffffefds
ox7fffffffefes
Ox4004ef

rsp
rbp
rip

ox7fffffffefds «—1sp
ox7fffffffefeo
ox7fffffffefes

<—1bp

ox7fffffffeffo

ox7fffffffeff8 Oxdeadbeef

OX7ffffffffo00 Oxfacebooc

stack

4O04e7:
4004e8:
4004eb:

400522:
400527

push
1[0}
sub

call

rbp
rbp, rsp
rsp, 0x10

4004e7



Function Prologue

ox7fffffffefds
ox7fffffffefes
Ox4004ef

rsp
rbp
rip

ox7fffffffefds «—1sp
ox7fffffffefeo
ox7fffffffefes

<—1bp

ox7fffffffeffo

ox7fffffffeff8 Oxdeadbeef

OX7ffffffffo00 Oxfacebooc

stack

4O04e7:
4004e8:
4004eb:

400522:
400527

push
1[0}
sub

call

rbp
rbp, rsp
rsp, 0x10

4004e7



| Ox7fffffffefds

ox7fffffffeffo

 ox7fffffffeffs oxdeadbeef

Function Prologue

ox7fffffffefds
ox7fffffffefes
Ox4004ef

rsp
rbp
rip

<«—71Sp
ox7fffffffefed

ox7fffffffefes

<—1bp

OX7ffffffffo00 Oxfacebooc

stack

4O04e7:
4004e8:
4004eb:

400522:
400527

push
1[0}
sub

call

rbp
rbp, rsp
rsp, 0x10

4004e7



Function Epilogue

rsp = Ox7fffffffefd8 400513:
rbp = Ox7fffffffefe8 400514
rip = 0x400513
400522:
400527:
ox7fffffffefds +—15p
ox7fffffffefeo
ox7fffffffefes «—rbp
ox7fffffffeffo

ox7fffffffeff8 Oxdeadbeef

OX7ffffffffo00 Oxfacebooc

stack

leave
ret

call

4004e7



Function Epilogue

rsp = Ox7fffffffefd8

rbp = Ox7fffffffefe8

rip = 0x400513
ox7fffffffefds +—15p
ox7fffffffefeo
Ox7fffffffefe8 <«<—1xbp
ox7fffffffeffo
Ox7fffffffeff8 Oxdeadbeef
ox7ffffffffoo0 t Oxfacebooc )

stack

400513:
400514

400522:
400527

leave

leave
ret

call

mov
pop

4004e7

rsp, rbp
rbp



Function Epilogue

rsp = Ox7fffffffefe8 400513: leave
rbp = Ox7fffffffefe8 400514: ret
rip = 0x400513
400522: call 4004e7
400527:
ox7fffffffefds
ox7fffffffefeo
Ox7fffffffefe8 <«—1rbp, rsp
ox7fffffffeffo
_ mov rsp, rbp
ox7fffffffeffs | Oxdeadbeef leave = pop  rbp '

OX7ffffffffo00 Oxfacebooc

stack



Function Epilogue

rsp = Ox7fffffffeffo

rbp = Ox7ffffffffo00

rip = 0x400514
ox7fffffffefds
ox7fffffffefeo
ox7fffffffefes
ox7fffffffeffo
Ox7fffffffeff8 Oxdeadbeef
ox7ffffffffoo0 Oxfacebooc

stack

<+——715p

<«—1bp

400513:
400514

400522:
400527

leave

leave
ret

call LO04e7

mov rsp, rbp
pop rbp



Function Epilogue

rsp = Ox7fffffffeff8

rbp = Ox7ffffffffo00

rip = 0x400527
ox7fffffffefds
ox7fffffffefeo
ox7fffffffefes
ox7fffffffeffo
Ox7fffffffeff8 Oxdeadbeef
ox7ffffffffoo0 Oxfacebooc

stack

<«—15p

<«—1bp

400513:
400514:

400522:
400527

leave

leave
ret

call LO04e7

mov rsp, rbp
pop rbp



Function Epilogue

rsp
rbp
rip

ox7fffffffefds

ox7fffffffefed

ox7fffffffefes

ox7fffffffeffo

ox7fffffffeffs

ox7ffFFffffooe

ox7fffffffeffs
ox7ffFFffffooe

Oxdeadbeef

Oxfacebooc

stack

<+«—15sp

<«—1bp

400513:
400514:

400522:
400527

leave

leave
ret

call LO04e7

mov rsp, rbp
pop rbp



Function Epilogue

rsp
rbp
rip

ox7fffffffefds

ox7fffffffefed

ox7fffffffefes

ox7fffffffeffo

| ox7fffffffeffs

ox7ffFFffffooe

ox7fffffffeffs
ox7ffFFffffooe

Oxdeadbeef

Oxfacebooc

stack

<+«—15sp

<«—1bp

400513:
400514:

400522:
400527

leave

leave
ret

call LO04e7

mov rsp, rbp
pop rbp



Example

#include <stdio.h>

int add(int num)

{

if (num == 1) return 1;

return num + add(num

}

int main()

{
int val;
val = add(2);
printf("%d\n", val);
return 0;

- 1);



0000000000400515
400515:
400516:
400519:
40051d:
400522:
400527
40052a:
40052d:
40052f:
400536:
40053b:
400540:
400545:
400546:

push
mov
sub
mov
call
mov
mov
mov
lea
mov
call
mov
leave
ret

Example

<main>:

rbp

rbp, rsp

rsp, 0x10

edi, 0x2

4004e7 <add>

DWORD PTR [rbp-0Ox4], eax
eax, DWORD PTR [rbp-0x4]
esl, eax

rdi, [rip+0x9e]

eax, 0x0

4003f0 <printfoplt>

eax, Ox0

__1libc_start _main+231—




0000000000400515
400515:
400516:
400519:
40051d:
400522:
400527
40052a:
40052d:
40052f:
400536:
40053b:
400540:
400545:
400546:

push
mov
sub
mov
call
mov
mov
mov
lea
mov
call
mov
leave
ret

Example

<main>:

rbp

rbp, rsp

rsp, 0x10

edi, Ox2

4004e7 <add>

DWORD PTR [rbp-0Ox4], eax
eax, DWORD PTR [rbp-0x4]
esl, eax

rdi, [rip+0x9e]

eax, 0x0

4003f0 <printfoplt>

eax, Ox0




0000000000400515
400515:
400516:
400519:
40051d:
400522
400527
40052a:
40052d:
40052f:
400536:
40053b:
400540
400545
400546

push
mov
sub
mov
call
mov
mov
mov
lea
mov
call
mov
leave
ret

Example

<main>:

rbp

rbp, rsp

rsp, 0x10

edi, 0x2

4004e7 <add>

DWORD PTR [rbp-0Ox4], eax
eax, DWORD PTR [rbp-0x4]
esl, eax

rdi, [rip+0x9e]

eax, 0x0

4003f0 <printfoplt>

eax, Ox0




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call  4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call  4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call  4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call 4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call  4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call  4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call  4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call  4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call  4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call  4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call 4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call 4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call 4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




Example

00000000004004e7 <add>:
4004e7: push rbp
4004e8: mov rbp, rsp
4004eb: sub rsp, 0x10
4004ef: mov DWORD PTR [rbp-0x4], edi
4004f2: cmp DWORD PTR [rbp-0Ox4], 0x1
4004f6: jne 4004ff <add+0x18>
4004f8: mov eax, 0x1
4004fd: jmp 400513 <add+0x2c>
4004ff: mov eax, DWORD PTR [rbp-0x4]
400502: sub eax, 0x1
400505: mov edi, eax
400507: call 4004e7 <add>
40050c: mov edx, eax
40050e: mov eax, DWORD PTR [rbp-0x4]
400511: add eax, edx
400513: leave
400514: ret




0000000000400515
400515:
400516:
400519:
40051d:
400522
400527
40052a:
40052d:
40052f:
400536:
40053b:
400540
400545
400546

push
mov
sub
mov
call
mov
mov
mov
lea
mov
call
mov
leave
ret

Example

<main>:

rbp

rbp, rsp

rsp, 0x10

edi, 0x2

4004e7 <add>

DWORD PTR [rbp-0Ox4], eax
eax, DWORD PTR [rbp-0x4]
esl, eax

rdi, [rip+0x9e]

eax, 0x0

4003f0 <printfoplt>

eax, Ox0




0000000000400515
400515:
400516:
400519:
40051d:
400522
400527
40052a:
40052d:
40052f:
400536:
40053b:
400540
400545:
400546

push
11[0}Y;
sub
mov
call
11[0}Y;
mov
11[0}Y;
lea
mov
call
11[0}Y;
leave
ret

Example

<main>:

rbp

rbp, rsp

rsp, 0x10

edi, Ox2

4004e7 <add>

DWORD PTR [rbp-0x4], eax
eax, DWORD PTR [rbp-0x4]
esi, eax

rdi, [rip+0x9e]

eax, 0Ox0

4003f0 <printfaplt>

eax, 0Ox0




0000000000400515
400515:
400516:
400519:
40051d:
400522
400527
40052a:
40052d:
40052f:
400536:
40053b:
400540
400545
400546

push
11[0}Y;
sub
mov
call
11[0}Y;
mov
11[0}Y;
lea
mov
call
11[0}Y;
leave
ret

Example

<main>:

rbp

rbp, rsp

rsp, 0x10

edi, Ox2

4004e7 <add>

DWORD PTR [rbp-0Ox4], eax
eax, DWORD PTR [rbp-0x4]
esi, eax

rdi, [rip+0x9e]

eax, 0Ox0

4003f0 <printfaplt>

eax, 0Ox0




0000000000400515
400515:
400516:
400519:
40051d:
400522:
400527
40052a:
40052d:
40052f:
400536:
40053b:
400540:
400545:
400546:

push
mov
sub
mov
call
mov
mov
mov
lea
mov
call
mov
leave
ret

Example

<main>:

rbp

rbp, rsp

rsp, 0x10

edi, Ox2

4004e7 <add>

DWORD PTR [rbp-0Ox4], eax
eax, DWORD PTR [rbp-0x4]
esi, eax

rdi, [rip+0x9e]

eax, 0Ox0

4003f0 <printfaplt>

eax, 0Ox0




Buffer Overflow



Buffer Overflow

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>

int main()

{
char buf[0x10];
read(0, buf, 0x30);
return 0;

}



Buffer Overflow

#include <stdio.h>
#include <stdlib.h>

#include <unistd.h> buf[ex0] ~ buf[ex7] <+ ISp
buf[0x8] ~ buf[0x10]

int main()

{ <—1bp

char buf[0x10];
read(0, buf, 0x30);
return 0;

} - :

stack



Buffer Overflow

#include <stdio.h>
#include <stdlib.h>

#include <unistd.h> buf[0x0] ~ buf[0x7]

<+«—71Sp

buf[0x8] ~ buf[0x10]
int main()

{
char buf[0x10];

read(0, buf, 0x30);
return 0;

} - 4

<«—1xbp

: stack
1nput ¢« dddddddddddddddadad

0x10



Buffer Overflow

#include <stdio.h>
#include <stdlib.h>

#include <unistd.h> buf[ex0] ~ buf[ex7] <+ ISp
buf[0x8] ~ buf[0x10]

int main()

{ <—1bp

char buf[0x10];
read(0, buf, 0x30);
return 0;

} - 4

i stack
1nput ¢+ dddddddddddddddddddddddddddddddddd

0x20



Buffer Overflow

rsp = Ox7fffffffefd8
rbp = Ox7fffffffefe8
rip = 0x400677
ox7fffffffefd8 +«—71Sp
ox7fffffffefeo
ox7fffffffefe8 <«<—rxhp
400677 leave ox7fffffffeffo
400678: - ret ox7fffffffeffs
> 2
Ox7ffffffffoo0
_ _/

stack



Buffer Overflow

rsp = Ox7fffffffefe8
rbp = Ox7fffffffefe8
rip = 0x400677
ox7fffffffefds
ox7fffffffefeo
Ox7fffffffefe8 <«—1rbp, rsp
400677 : leave ox7fffffffeffo
400678: - ret ox7fffffffeffs
> 2
Ox7ffffffffoo0
_ _/
mov rsp, rbp stack

pop rbp



Buffer Overflow

rsp = Ox7fffffffeffo
rbp = 0x6161616161616161
rip = 0x400678
ox7fffffffefds
ox7fffffffefeo
ox7fffffffefes
400677 : leave Ox7fffffffeffo +«—7¥1Sp
400678:  ret Ox7FFFFFFfeffs
> -
ox7ffffffffoeo
- _J
mov rsp, rbp stack

pop rbp



rsp
rbp

400677 :
400678:

mov
pop

Buffer Overflow

Ox7fffffffeff8
0x6161616161616161
rip = 0x6161616161616161

leave
ret

rsp, rbp
rbp

ox7fffffffefds

ox7fffffffefed

ox7fffffffefes

ox7fffffffeffo

ox7fffffffeffs

ox7ffFFffffooe

stack

<+«——1Sp



Return to Text



Return to Text

rsp Ox7fffffffeff8
rbp = 0x6161616161616161
rip = 0x6161616161616161

void secret_func() // 0x400607

{

// show passwords

ox7fffffffefds

ox7fffffffefed

ox7fffffffefes

ox7fffffffeffo

ox7fffffffeffs

ox7ffFFffffooe

stack

<+«——1Sp



Return to Text

rsp = Ox7fffffffeff8
rbp = 0x6161616161616161
rip = 0x400607

void secret_func() // 0x400607

{

// show passwords

ox7fffffffefds

ox7fffffffefed

ox7fffffffefes

ox7fffffffeffo

ox7fffffffeffs

ox7ffFFffffooe

stack

<+«——1Sp



Lab 1-~2

nc i1sc.taiwan-te.ch 10000
nc isc.taiwan-te.ch 10001



Return to Shellcode



Return to Shellcode

$ objdump -d -M intel bof

bof:

file format elf64-x86-64

Disassembly of section .init:

00000000004004b0 <_init>:

4004b0O:
4004b4 :
4004bb:
4004be:
4004cO:
4004c2:
4004c6:

48
48
48
74
ff
48
c3

83
8b
85
02
do
83

ec 08
05 3d Ob 20 00
cO

c4 08

sub
mov
test
je
call
add
ret

rsp, 0x8

rax, QWORD PTR

rax, rax

4004c2 <_1n1t+0x12>
rax

rsp, 0x8



Return to Shellcode

}

o BA—IRAIB T EXMLIAT memory » T, ] ATE
%%ﬂﬁxﬁﬂﬁﬂ’l shellcode > A2 Z&Z return address
Bk E AT

A




Return to Shellcode

rsp = Ox7fffffffefd8
rbp = Ox7fffffffefe8
rip =
ox7fffffffefds +—15p
ox7fffffffefeo
ox7fffffffefes +—1bp
0x601060

ox7fffffffeffo

ox7fffffffeffs

ox7ffFFffffooe

stack



Return to Shellcode

rsp = Ox7fffffffefd8
rbp = Ox7fffffffefe8
rip =
ox7fffffffefds +—15p
ox7fffffffefeo
ox7fffffffefes +—1bp
0x601060

ox7fffffffeffo

ox7fffffffeffs

ox7ffFFffffooe

stack
Shellcode that opens shell



Return to Shellcode

rsp = Ox7fffffffefd8
rbp = Ox7fffffffefe8
rip =
ox7fffffffefds +—15p
ox7fffffffefeo
ox7fffffffefes +—1bp
0x601060

ox7fffffffeffo

ox7fffffffeffs

ox7ffFFffffooe

stack
Shellcode that opens shell



Return to Shellcode

rsp = Ox7fffffffeff8
rbp = 0x6161616161616161
rip = 0x601060

0x601060

Shellcode that opens shell

ox7fffffffefds

ox7fffffffefed

ox7fffffffefes

ox7fffffffeffo

ox7fffffffeffs

ox7ffFFffffooe

stack

<+«——1Sp



Return to Shellcode

int execve(const char *filename,
char *const argvl[],
char *const envp[]);



Return to Shellcode

int execve(const char *filename, » rdi = address of “/bin/sh”
char *const argvl[], > rsi = 0x0
char *const envp[]); > rdx = Ox0

\ 4
rax = 0x3b



Return to Shellcode

int execve(const char *filename, » rdi = address of “/bin/sh”
char *const argvl[], > rsi = 0x0
char *const envp[]); > rdx = Ox0
\ 4
rax = 0x3b

mov rbx, 0x6873216e69622f

push rbx

mov rdi, rsp

X0TY rsi, rsi

XO0rY rdx, rdx

mov rax, Ox3b

syscall



Return to Shellcode

int execve(const char *filename, » rdi = address of “/bin/sh”
char *const argvl[], > rsi = 0x0
char *const envp[]); > rdx = Ox0
\ 4
rax = 0x3b

hs/nib/
mov rbx, 0x6873216e69622f

push rbx

mov rdi, rsp

X0TY rsi, rsi

XO0rY rdx, rdx

mov rax, Ox3b

syscall



Return to Shellcode

int execve(const char *filename, » rdi = address of “/bin/sh”
char *const argvl[], > rsi = 0x0
char *const envp[]); > rdx = Ox0

\ 4
rax = 0x3b

Yax =
rdi = mov rbx, 0x68732f6€69622f
TSl = push  rbx
rdx = di
rsp = Ox7fffffffefes mov. rdi, Isp
rbx = X0r rsi, rsi
XO0rY rdx, rdx
mov rax, Ox3b
syscall

Ox7fffffffefe8 <+« ISp



Return to Shellcode

int execve(const char *filename, » rdi = address of “/bin/sh”
char *const argvl[], > rsi = 0x0
char *const envp[]); > rdx = Ox0

\ 4
rax = 0x3b

Yax =
rdi - mov  rbx, 0x68732f6e69622f
ij; j push 14004
rsp = Ox7fffffffefes mov  rdi, rsp
rbx = “/bin/sh” XOY rsi, rsi
XO0rY rdx, rdx
mov rax, Ox3b
syscall

Ox7fffffffefe8 <+« ISp



Return to Shellcode

int execve(const char *filename, » rdi = address of “/bin/sh”
char *const argvl[], > rsi = 0x0
char *const envp[]); > rdx = Ox0

\ 4
rax = 0x3b

Yax =
rdi - mov  rbx, 0x68732f6e69622f
ij; j push rbx
rsp = Ox7fffffffefeo mov  rdi, rsp
rbx = “/bin/sh” XOY rsi, rsi
XO0rY rdx, rdx
mov rax, Ox3b
syscall

ox7fffffffefeo “/bin/sh” «——ISp

ox7fffffffefes



Return to Shellcode

int execve(const char *filename, » rdi = address of “/bin/sh”
char *const argvl[], > rsi = 0x0
char *const envpl[]); > rdx = 0X0
\
rax = 0x3b
Yax =
rdi = Ox7fffffffefe®@ -> “/bin/sh” mov rbx, 0x68732f6e69622f
TSl = push  rbx
rdx = .
rsp = OX7fffffffefeo mov  rdi, rsp
rbx = “/bin/sh” X0Ir rsi, IS1
XO0rY rdx, rdx
mov rax, Ox3b
syscall

ox7fffffffefeo “/bin/sh” «——ISp

ox7fffffffefes



Return to Shellcode

int execve(const char *filename, » rdi = address of “/bin/sh”
char *const argvl[], > rsi = 0x0
char *const envp[]); » rdx = 0x0
\
rax = 0x3b
Yax =
rdi = Ox7fffffffefed -> “/bin/sh” mov rbx, 0x68732f6e69622f
rsi = 0x0 oush rbx
rdx = .
rsp = OX7fffffffefeo mov  rdi, rsp
rbx = “/bin/sh” Xox rsi, rsi
XO0rY rdx, rdx
mov rax, Ox3b
syscall

ox7fffffffefeo “/bin/sh” «——ISp

ox7fffffffefes



int execve(const char *filename,
char *const argvl[],
char *const envp[]);

rax
rdi
rsi
rdx
rsp
rbx

Return to Shellcode

\ 4
rax = 0x3b

Ox7fffffffefed -> “/bin/sh”

0x0

0x0
Ox7fffffffefel
“/bin/sh”

ox7fffffffefeo “/bin/sh”

ox7fffffffefes

«—— 1Sp

» rdi

» 1Ss1

» rdx
mov rbx,
push 10074
mov rdi,
X0T rsi,
X0Y rdx,
mov rax,
syscall

address of “/bin/sh”
Ox0

Ox0

Ox687321f6e69622f

rsp
rsi
rdx
Ox3b



int execve(const char *filename,
char *const argvl[],
char *const envp[]);

rax
rdi
rsi
rdx
rsp
rbx

Return to Shellcode

\ 4
rax = 0x3b

Ox3b

Ox7fffffffefed -> “/bin/sh”

0x0

0x0
Ox7fffffffefel
“/bin/sh”

ox7fffffffefeo “/bin/sh”

ox7fffffffefes

«—— 1Sp

» rdi

» 1Ss1

» rdx
mov rbx,
push 10074
mov rdi,
X0T rsi,
X0Y rdx,
mov rax,
syscall

address of “/bin/sh”
Ox0

Ox0

Ox687321f6e69622f

rsp
rsi
rdx
Ox3b



int execve(const char *filename,
char *const argvl[],
char *const envp[]);

rax
rdi
rsi
rdx
rsp
rbx

Return to Shellcode

\4

Ox7fffffffefed -> “/bin/sh”

rax = 0x3b
Ox3b
Ox0
Ox0
Ox7fffffffefed
“/bin/sh”

ox7fffffffefeo “/bin/sh”

ox7fffffffefes

«—— 1Sp

» rdi

» 1s1

» rdx
mov rbx,
push 10074
mov rdi,
X0T rsi,
X0Y rdx,
mov rax,
syscall

address of “/bin/sh”
Ox0

Ox0

Ox687321f6e69622f

rsp
rsi
rdx
Ox3b



Lab 3

nc isc.taiwan-te.ch 10002



Protection



Protection

e Stack Guard
e DEP
e ASLR

=



Stack Guard

o {i5¢ function prologue FIFFE= Z a1 R AIELENZEA
stack F > function return BB EZEL N E S B EE)
@ HEIRE MBS RIZTN

o Y 7## canary A




4006c¢cc:
4006cd:
4006d0:
4006d4:
4006dd:

400719:
40071d:
400726
400728:
40072d:
40072e:

push
mov
sub
mov
mov

mov
XO0T
je
call
leave
ret

Stack Guard

rbp, rsp

rsp, 0x20

rax, QWORD PTR fs:0x28
QWORD PTR [rbp-0x8], rax

rcx, QWORD PTR [rbp-0x8]

rcx, QWORD PTR fs:0x28

40072d <main+0x61>

400550 <__stack_chk_failaplt>



4006¢CC:
4006cd:
4006d0:
4006d4:
4006dd:

400719:
40071d:
400726:
400728:
40072d:
40072e:

push
mov
sub
mov
mov

mov
X0r
je
call
leave
ret

Stack Guard

rbp, rsp

rsp, 0x20

rax, QWORD PTR fs:0x28
QWORD PTR [rbp-0x8], rax

rcx, QWORD PTR [rbp-0x8]

rcx, QWORD PTR fs:0x28

40072d <main+0x61>

400550 <__stack_chk_failaplt>

Yax
YCX

]
.

stack




Stack Guard

4006cd: mov rbp, rsp

4006d0: sub rsp, 0x20

4006d4: mov rax, QWORD PTR fs:0x28
4006dd: mov QWORD PTR [rbp-0x8], rax

400719: mov rcx, QWORD PTR [rbp-0x8]

40071d: xor rcx, QWORD PTR fs:0x28

400726: je 40072d <main+0x61> rhp —>
400728: call 400550 <__stack_chk_failagplt>

40072d: leave

40072e: ret

Yax
YCX

]
-
\.

stack



Stack Guard

4006cd: mov rbp, rsp

4006d0: sub rsp, 0x20

4006d4: mov rax, QWORD PTR fs:0x28
4006dd: mov QWORD PTR [rbp-0x8], rax

400719: mov rcx, QWORD PTR [rbp-0x8]

40071d: xor rcx, QWORD PTR fs:0x28

400726: je 40072d <main+0x61> rhp —>
400728: call 400550 <__stack_chk_failagplt>

40072d: leave

40072e: ret

rax Oxb35cd9c6dd55df00

YCX

]
-
\.

stack



Stack Guard

4006cd: mov rbp, rsp

4006d0: sub rsp, 0x20

4006d4: mov rax, QWORD PTR fs:0x28
4006dd: mov QWORD PTR [rbp-0x8], rax

400719: mov rcx, QWORD PTR [rbp-0x8]
40071d: xor rcx, QWORD PTR fs:0x28
400726: je 40072d <main+0x61> rhp —>
400728: call 400550 <__stack_chk_failagplt>

40072d: leave

40072e: ret

rax Oxb35cd9c6dd55df00

YCX

]
-
\.

stack



Stack Guard

4006cd: mov rbp, rsp

4006d0: sub rsp, 0x20

4006d4: mov rax, QWORD PTR fs:0x28
4006dd: mov QWORD PTR [rbp-0x8], rax

400719: mov rcx, QWORD PTR [rbp-0x8]
40071d: xor rcx, QWORD PTR fs:0x28
400726: je 40072d <main+0x61> rhp —>
400728: call 400550 <__stack_chk_failagplt>

40072d: leave

40072e: ret

Yax
YCX

]
-
\.

stack



Stack Guard

4006cd: mov rbp, rsp

4006d0: sub rsp, 0x20

4006d4: mov rax, QWORD PTR fs:0x28
4006dd: mov QWORD PTR [rbp-0x8], rax

400719: mov rcx, QWORD PTR [rbp-0x8]
40071d: xor rcx, QWORD PTR fs:0x28
400726: je 40072d <main+0x61> rhp —>
400728: call 400550 <__stack_chk_failagplt>

40072d: leave

40072e: ret

Yax
YCX

]
-
\.

stack



Stack Guard

4006cd: mov rbp, rsp

4006d0: sub rsp, 0x20

4006d4: mov rax, QWORD PTR fs:0x28
4006dd: mov QWORD PTR [rbp-0x8], rax

400719: mov rcx, QWORD PTR [rbp-0x8]
40071d: xor rcx, QWORD PTR fs:0x28
400726: je 40072d <main+0x61> rhp —>
400728: call 400550 <__stack_chk_failagplt>

40072d: leave

40072e: ret

rax
rcx = 0x6161616161616161 . J

stack




Stack Guard

4006cd: mov rbp, rsp

4006d0: sub rsp, 0x20

4006d4: mov rax, QWORD PTR fs:0x28
4006dd: mov QWORD PTR [rbp-0x8], rax

400719: mov rcx, QWORD PTR [rbp-0x8]
40071d: xor rcx, QWORD PTR fs:0x28
400726: je 40072d <main+0x61> rhp —>
400728: call 400550 <__stack_chk_failagplt>

40072d: leave

40072e: ret

Yax
YCX

Oxd23db8a7bc34bebl \ )
stack




Stack Guard

4006cd: mov rbp, rsp

4006d0: sub rsp, 0x20

4006d4: mov rax, QWORD PTR fs:0x28
4006dd: mov QWORD PTR [rbp-0x8], rax

400719: mov rcx, QWORD PTR [rbp-0x8]
40071d: xor rcx, QWORD PTR fs:0x28
400726: je 40072d <main+0x61> rhp —>
400728: call 400550 <__stack_chk_failagplt>

40072d: leave

40072e: ret

Yax
YCX

Oxd23db8a7bc34bebl q J
stack




Stack Guard

4006cd: mov rbp, rsp

4006d0: sub rsp, 0x20

4006d4: mov rax, QWORD PTR fs:0x28
4006dd: mov QWORD PTR [rbp-0x8], rax

400719: mov rcx, QWORD PTR [rbp-0x8]
40071d: xor rcx, QWORD PTR fs:0x28
400726: je 40072d <main+0x61> rhp —>
400728: call 400550 <__stack_chk_failaplt>

40072d: leave

40072e: ret

Yax
YCX

Oxd23db8a7bc34bebl q J
stack




DEP

e Data execution prevention

o AIHUTRUMI S AEER > FIBARIM S AEERT

o YHH NX



Start

0x00400000
0x00600000
0x00601000
0x00602000
Ox00007ffff79e4000
Ox00007ffff7bcb000O
Ox00007ffff7dcb000O
Ox00007ffff7dcf000
Ox00007ffff7dd1000
Ox00007ffff7dd5000
0x00007ffff7feab0bo
Ox00007ffff7ff7000
0Ox00007ffff7ffab0o0
OXx00007ffff7ffcO00
OXx00007ffff7ffdo0OO
Ox00007ffff7ffe000
Ox00007ffffffde00OO
OXffffffffff600000

End

0x00401000
0x00601000
0x00602000
0x00623000
Ox00007ffff7bcb000O
Ox00007ffff7dcb000O
Ox00007ffff7dcf000
Ox00007ffff7dd1000
Ox00007ffff7dd5000
OXx00007ffff7dfc000
Ox00007ffff7fecO00
OXx00007ffff7ffad00
Ox00007ffff7ffcO00
OXx00007ffff7ffdo0OO
OXx00007ffff7ffe000
OX00007ffff7fff000
OXx00007ffffffffoOO
OXffffffffff601000

Name
/mnt/hgfs/Share/ntustisc/bof
/mnt/hgfs/Share/ntustisc/bof
/mnt/hgfs/Share/ntustisc/bof
LEE]
/1ib/x86_64-1inux-gnu/libc-2
/1ib/x86_64-1inux-gnu/libc-2
/1ib/x86_64-1inux-gnu/libc-2
/1ib/x86_64-1inux-gnu/libc-2
mapped
/1ib/x86_64-1inux-gnu/1d-2.27.so0
mapped

[vvar]

[vdso]
/1ib/x86_64-1inux-gnu/1d-2.27.so0
/1ib/x86_64-1inux-gnu/1d-2.27.so
mapped

[stack]

[vsyscall]

.27.
.27.
.27.
.27

SO
SO
SO

.SO



ASLR

e Address Space Layout Randomization

o FNIEXHITHF stack, heap, library I B#HRA—IX




data VMA

P

heap

library

kernel space

/

ASLR

data VMA

heap

library

E—

stack

kernel space

data VMA

—

heap

stack

kernel space




PIE

e Position Independent Execution

o FHEX12 > code Ed data = ERZE ASLR



data VMA

P

heap

library

kernel space

PIE

data VMA

.

library

stack

kernel space

-

data VMA

Plllllllllllllll‘

heap

stack

kernel space




PIE

0000000000000678 <main>:

678:
679:
67cC:
680:
685:
68a:
68d:
690:
692:
699:
69e:
6a3:
6a8:
6a9:
6aa:

push
mov
sub
mov
call
mov
mov
mov
lea
mov
call
mov
leave
ret
nop

rbp

rbp, rsp

rsp, 0x10

edi, Ox2

64a <add>

DWORD PTR [rbp-0x4], eax
eax, DWORD PTR [rbp-0x4]
esl, eax

rdi, [rip+0Ox9b]

eax, 0Ox0

520 <printfoplt>

eax, 0Ox0

WORD PTR [rax+rax*1+0x0]



GOT Hijacking



GOT Hijacking

Lazy Binding
Global Offset Table

Lazy Binding Procedure

GOT Hijacking

RELRO



Lazy Binding

A BA—EEE library function ZPEZ#HITE » BRLAERFE

azy binding 1%l - B —X#17ZFl library function B =
EEHEIER address ili# 1T binding




Global Offset Table

o GOT 4 library function BJ151ZF&E%1 » KA lazy binding #
5l > RE—FAEBAZEMEREENE - VM ZIERE plt B

HY code




Global Offset Table

plt

. text
0x601018 putsaplt+6 .rodata
0x601020 readaplt+6 .got
0x601028 execveoplt+6 .data
0x601030 fflushaplt+6 .bss

GOT



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

putsaplt+6

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400540 <.plt>:
400540: push QWORD PTR [601008] <GOT+0x8>
400546:  jmp QWORD PTR [601010] <GOT+0x10>

0000000000400550 <putsaplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push  0Ox0
40055b: jmp 400540 <.plt>

4006fc: call 400550 <putsaplt>

40073f: call 400550 <putsaplt>



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

putsaplt+6

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400540 <.plt>:
400540: push QWORD PTR [601008] <GOT+0x8>
400546:  jmp QWORD PTR [601010] <GOT+0x10>

0000000000400550 <putsaplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push  0Ox0 <«—1index
40055b: jmp 400540 <.plt>

4006fc: call 400550 <putsaplt>

40073f: call 400550 <putsaplt>



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

putsaplt+6

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400540 <.plt>:
400540: push QWORD PTR [601008] <GOT+0x8>
400546:  jmp QWORD PTR [601010] <GOT+0x10>

0000000000400550 <putsaplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push  0Ox0
40055b: jmp 400540 <.plt>

4006fc: call 400550 <putsaplt>

40073f: call 400550 <putsaplt>



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

0000000000400540 <.plt>:

400540:
400546:

push
jmp

QWORD PTR [601008] <GOT+0x8>
QWORD PTR [601010] <GOT+0x10>

0000000000400550 <putsaplt>:

—

putsaplt+6

readaplt+6
execvegplt+6
fflushaplt+6

GOT

400550:
400556:
40055b:

4006fc:

40073f:

pule
push
jmp

call

call

QWORD PTR [0x601018] <putsaGOT>
Ox0
400540 <.plt>

400550 <putsaplt>

400550 <putsaplt>



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

putsaplt+6

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400540 <.plt>:
400540: push QWORD PTR [601008] <GOT+0x8>
400546:  jmp QWORD PTR [601010] <GOT+0x10>

0000000000400550 <putsaplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push  0Ox0
40055b: jmp 400540 <.plt>

4006fc: call 400550 <putsaplt>

40073f: call 400550 <putsaplt>



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

putsaplt+6

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400540 <.plt>:
400540: push QWORD PTR [601008] <GOT+0x8>
400546:  jmp QWORD PTR [601010] <GOT+0x10>

0000000000400550 <putsgplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push Ox0
40055b: jmp 400540 <.plt>

4006fc: call 400550 <putsaplt>

40073f: call 400550 <putsaplt>



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

putsaplt+6

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400540 <.plt>:
400540: push QWORD PTR [601008] <GOT+0x8>
400546:  jmp QWORD PTR [601010] <GOT+0x10>

0000000000400550 <putsgplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push Ox0
40055b: jmp 400540 <.plt>

4006fc: call 400550 <putsaplt>

40073f: call 400550 <putsaplt>



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

putsaplt+6

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400540 <.plt>:
400540: push QWORD PTR [601008] <GOT+0x8>
400546:  jmp QWORD PTR [601010] <GOT+0x10>

0000000000400550 <putsgplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push Ox0
40055b: jmp 400540 <.plt>

4006fc: call 400550 <putsaplt>

40073f: call 400550 <putsaplt>



Lazy Binding Procedure

0000000000400540 <.plt>:
400540: push QWORD PTR [601008] <GOT+0Ox8>
<_dl_runtime_resolve_xsave> <«— 400546: jmp QWORD PTR [601010] <GOT+0x10>

0000000000400550 <putsgplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push Ox0
40055b: jmp 400540 <.plt>

0x601018 putsaplt+6

Ox601020 readoplt+6 4006fc: call 400550 <putsaplt>

0x601028 execvegplt+6

40073f: call 400550 <putsaplt>
0x601030 = fflushaplt+6

GOT



Lazy Binding Procedure

0000000000400540 <.plt>:
400540: push QWORD PTR [601008] <GOT+0Ox8>
<_dl_runtime_resolve_xsave> <«— 400546: jmp QWORD PTR [601010] <GOT+0x10>

0000000000400550 <putsgplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push Ox0
40055b: jmp 400540 <.plt>

ox601018 ~ LTIETTRORICE
Ox601020 readoplt+6 4006fc: call 400550 <putsaplt>

0x601028 execvegplt+6

40073f: call 400550 <putsaplt>
0x601030 = fflushaplt+6

GOT



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

Ox7ffff7a649c0
<_IO0_puts>

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400550 <putsaplt>:

400550:
400556:
40055b:

4006fc:

40073f:

pJule
push
jmp

call

call

QWORD PTR [0x601018] <putsaGOT>
Ox0
400540 <.plt>

400550 <putsaplt>

400550 <putsaplt>



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

Ox7ffff7a649c0
<_IO0_puts>

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400550 <putsaplt>:

400550:
400556:
40055b:

4006fc:

LOO73f:

pJule
push
jmp

call

call

QWORD PTR [0x601018] <putsaGOT>
Ox0
400540 <.plt>

400550 <putsaplt>

400550 <putsaplt>



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

Ox7ffff7a649c0
<_IO0_puts>

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400550 <putsaplt>:

400550:
400556:
40055b:

4006fc:

LOO73f:

pule
push
jmp

call

call

QWORD PTR [0x601018] <putsaGOT>
Ox0
400540 <.plt>

400550 <putsaplt>

400550 <putsaplt>



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

Ox7ffff7a649cO
<_IO0_puts>

readaplt+6
execvegplt+6
fflushaplt+6

GOT

00007ffff7a649c0 <_IO_puts>:

0000000000400550 <putsaplt>:

400550:
400556:
40055b:

4006fc:

LOO73f:

pule
push
jmp

call

call

QWORD PTR [0x601018] <putsaGOT>
Ox0
400540 <.plt>

400550 <putsaplt>

400550 <putsaplt>



GOT Hijacking

1 lazy binding BY#H] » GOT AIE

TEEHIREIVAE

A

LtbeXE GOT &R



0x601018

0x601020

0x601028

0x601030

GOT Hijacking

<_IO_puts>

readaplt+6
execvegplt+6
fflushaplt+6

GOT

400550: Jjmp
400556: push
40055b: jmp

vulnerability

LOO73f: call

0000000000400550 <putsaplt>:

QWORD PTR [0x601018] <putsaGOT>
Ox0
400540 <.plt>

400550 <putsaplt>



0x601018

0x601020

0x601028

0x601030

GOT Hijacking

<_IO_puts>

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400550 <putsaplt>:

400550: Jjmp
400556: push
40055b: jmp
vulnerability
40073f: call

QWORD PTR [0x601018] <putsaGOT>
Ox0
400540 <.plt>

400550 <putsaplt>



0x601018

0x601020

0x601028

0x601030

GOT Hijacking

<system>
readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400550 <putsaplt>:

400550: Jjmp
400556: push
40055b: jmp
vulnerability
40073f: call

QWORD PTR [0x601018] <putsaGOT>
Ox0
400540 <.plt>

400550 <putsaplt>



0x601018

0x601020

0x601028

0x601030

GOT Hijacking

<system>
readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400550 <putsaplt>:

400550: Jjmp
400556: push
40055b: jmp
vulnerability
40073f: call

QWORD PTR [0x601018] <putsaGOT>
Ox0
400540 <.plt>

400550 <putsaplt>



0x601018

0x601020

0x601028

0x601030

GOT Hijacking

<system>
readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400550 <putsaplt>:

400550: Jjmp
400556: push
40055b: jmp
vulnerability
40073f: call

QWORD PTR [0x601018] <putsaGOT>
Ox0
400540 <.plt>

400550 <putsaplt>



0x601018

0x601020

0x601028

0x601030

GOT Hijacking

<system>
readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400550 <putsaplt>:

400550: Jjmp
400556: push
40055b: jmp
vulnerability
40073f: call

QWORD PTR [0x601018] <putsaGOT>
Ox0
400540 <.plt>

400550 <putsaplt>



GOT Hijacking

Without NX Enabled

Ox601080

0000000000400550 <putsaplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push  0Ox0
40055b: jmp 400540 <.plt>

0x601018 <_IO_puts>

0x601020 readoplt+6 vulnerability

0x601028 execvegplt+6

40073f: call 400550 <putsaplt>
0x601030 = fflushaplt+6

GOT



GOT Hijacking

Without NX Enabled

Ox601080

0000000000400550 <putsaplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push  0Ox0
40055b: jmp 400540 <.plt>

0x601018 <_IO_puts>

0x601020 readoplt+6 vulnerability

0x601028 execvegplt+6

40073f: call 400550 <putsaplt>
0x601030 = fflushaplt+6

GOT



GOT Hijacking

Without NX Enabled

Ox601080

0000000000400550 <putsaplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push  0Ox0
40055b: jmp 400540 <.plt>

0x601018 0x601080

0x601020 readoplt+6 vulnerability

0x601028 execvegplt+6

40073f: call 400550 <putsaplt>
0x601030 = fflushaplt+6

GOT



GOT Hijacking

Without NX Enabled

Ox601080

0000000000400550 <putsaplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push  0Ox0
40055b: jmp 400540 <.plt>

0x601018 0x601080
0x601020 readoplt+6 vulnerability

0x601028 execvegplt+6

40073f: call 400550 <putsaplt>
0x601030 = fflushaplt+6

GOT



GOT Hijacking

Without NX Enabled

Ox601080

0000000000400550 <puts@plt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push  0x0
40055b: jmp 400540 <.plt>

0x601018 0x601080
0x601020 readoplt+6 vulnerability

0x601028 execvegplt+6

40073f: call 400550 <putsaplt>
0x601030 = fflushaplt+6

GOT



GOT Hijacking

Without NX Enabled

Ox601080

0000000000400550 <puts@plt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push  0x0
40055b: jmp 400540 <.plt>

0x601018 0x601080
0x601020 readoplt+6 vulnerability

0x601028 execvegplt+6

40073f: call 400550 <putsaplt>
0x601030 = fflushaplt+6

GOT



Lab 4
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R

e Relocation Read-Only

e Partial RELRO
* GOT A%
e Full RELRO

e Load time I =17

ELRO

5 function resolve

e GOT AHE

=
AW

g

=
=
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e \What is ROP
e \Why use ROP

¢ ROP Chain



What is ROP

e Return Oriented Programming

o FBRAEEHITES ret NIV R ERARERITBERVIRIE

o EEHE ret WIET\ R EX X #HEIE gadget




What is ROP

4O04fa:
4O04fe:

4005b8:
4005b9:

4006cC4:
4006c5:

400730:
400732:
400734 :

48 83 c4 08
c3

5d
c3

c9
c3

41 5e
41 5f
c3

add
ret

pop
ret

leave
ret

Pop
pop
ret

rsp, 0x8

rbp

rl4
rl5



What is ROP

400730:
400732:
400734:

400731:
400732:
400734:

400732:
400734:

400733:
400734:

41
41
c3

5e
41
c3

41
c3

5f
c3

5e
5f

5f

5f

pop
Pop
ret

pop
pop
ret

pop
ret

pop
ret

rl4
rl5

rsi
rl5

rl5

rdi



Why use ROP

e Bypass DEP

Start

0x00400000
0x00600000
0x00601000
0x00602000
Ox00007ffff79e4000
Ox00007ffff7bcb000
Ox00007ffff7dcb000O
Ox00007ffff7dcf000
Ox00007ffff7dd1000
Ox00007ffff7dd5000
Ox00007ffff7feab0o
OXx00007ffff7ff7000
OXx00007ffff7ffado0
OXx00007ffff7ffc000
OXx00007ffff7ffdooO
Ox00007ffff7ffe000
Ox00007ffffffde00OO
OXffffffffff600000

End

0x00401000
0x00601000
0x00602000
0x00623000
Ox00007ffff7bcb000O
Ox00007ffff7dcb000O
0x00007ffff7dcf000
0x00007ffff7dd1000
0x00007ffff7dd5000
0x00007ffff7dfc0O00
Ox00007ffff7fec000
OXx00007ffff7ffad00
Ox00007ffff7ffcO00
Ox00007ffff7ffdoOO
Ox00007ffff7ffe000
Ox00007ffff7fff0O00
OXx00007ffffffffo0O0
OXffffffffff601000

Perm
Y-Xp
I--p
IwW-p
Iw-p
Y-Xp
=P
I--p
IwW-p
IwW-p
I-Xp
Tw-p
I--p
Y-Xp
I--p
IwW-p
Iw-p
Tw-p
Y-Xp

Name
/mnt/hgfs/Share/ntustisc/bof
/mnt/hgfs/Share/ntustisc/bof
/mnt/hgfs/Share/ntustisc/bof
LEETD
/1ib/x86_64-1inux-gnu/libc-2
/1ib/x86_64-1inux-gnu/libc-2
/1ib/x86_64-1inux-gnu/libc-2
/1ib/x86_64-1inux-gnu/1libc-2
mapped
/1ib/x86_64-1inux-gnu/1d-2.27.s0
mapped

[vvar]

[vdso]
/1ib/x86_64-1inux-gnu/1d-2.27.s0
/1ib/x86_64-1inux-gnu/1d-2.27.s0
mapped

[stack]

[vsyscalll]

.27
.27
.27
.27

.SO
.SO
.SO
.SO



ROP Chain

e Hi% Z A ROP gadget Fr4E X AY

mH+

. ATIE
KR

A @ ROP gadget B/NIEE SR AL ERCHEHITRY

o EYft shellcode INE



ROP Chain

leave
& ret

rsp—
¢ 4
¢ 4
+ 4
¢ .

stack



ROP Chain

leave
& ret

_

Yax =

stack



ROP Chain

leave
ret

e
e

Yax =




ROP Chain

leave
ret

—
- e

rax = 0x39

stack



ROP Chain

leave
ret

—
e

rax = 0x39

rsp—

stack



rsp—

stack

ROP Chain

leave
ret

rax = 0x39 — fork();



ROP Chain

int execve(const char *filename, » rdi = address of “/bin/sh”
char *const argvl[], > rsi = 0x0
char *const envp[]); > rdx = Ox0

\ 4
rax = 0x3b



ROP Chain




ROP Chain

rsp —»




ROP Chain

rsp —»

rdi Ox6bb2e0d -> “”
rsi

rdx




ROP Chain

rsp —»

Ox6bb2e0d -> “”
‘/bin/sh\x00’

rdi
rsi
rdx




ROP Chain

rsp —»

Ox6bb2e0®0 -> “/bin/sh”
‘/bin/sh\x00’

rdi
rsi
rdx




ROP Chain

rsp —»

Ox6bb2e® -> “/bin/sh”
Ox0

rdi
rsi
rdx




ROP Chain

rdi = O0x6bb2e0 -> “/bin/sh”
rsi = 0x0
rsp —» rdx = 0x0




rsp —»

ROP Chain

rax
rdi
rsi
rdx

Ox3b
Ox6bb2e0
0x0

Ox0

-> “/bin/sh”



ROP Chain

rax = 0x3b

rdi = Ox6bb2e® -> “/bin/sh”
rsi = 0x0

rdx = 0x0

> syscall ; ret execve(“/bin/sh”, 0, 0);

rsp —»




Lab 5

nc i1sc.taiwan-te.ch 10004



Return to PLT



Return to PLT

e |azy Binding Procedure

e Use PLT as Gadget



Lazy Binding Procedure

0x601018

0x601020

0x601028

0x601030

putsaplt+6

readaplt+6
execvegplt+6
fflushaplt+6

GOT

0000000000400540 <.plt>:
400540: push QWORD PTR [601008] <GOT+0x8>
400546:  jmp QWORD PTR [601010] <GOT+0x10>

0000000000400550 <putsaplt>:
400550:  jmp QWORD PTR [0x601018] <putsaGOT>
400556: push  0Ox0
40055b: jmp 400540 <.plt>

4006fc: call 400550 <putsaplt>

40073f: call 400550 <putsaplt>



Use PLT as Gadget

int main()
{
setvbuf(stdout, 0, 2, 0);
setvbuf(stdin, 0, 2, 0);
char buf[16];
system("echo What is your name?");
read(0, name, 0x10);
puts("Say something: ");
read(0, buf, 0x40);
return 0;



Use PLT as Gadget

int main()
{
setvbuf(stdout, 0, 2, 0);
setvbuf(stdin, 0, 2, 0);
char buf[16];
_ system("echo What is your name?");
read(0, name, 0x10);
puts("Say something: ");
read(0, buf, 0x40);
return 0;



Use PLT as Gadget

system(“sh”);



Use PLT as Gadget

system(“sh”);




Use PLT as Gadget

— pop xdi  xet
— B
— systemapit

- 4 int main()
b ) i

4 e

.bss

setvbuf(stdout, 0, 2, 0);
setvbuf(stdin, 0, 2, 0);
> 1 char buf[16];

4 system("echo What is your name?");
read(0, name, 0x10);

! :

puts("Say something: ");
> 1 read(0, buf, 0x40);
E 4 return 0;




Lab 6

nc isc.taiwan-te.ch 10005




Return to libc



Return to libc

e Why Return to libc

e How to Return to libc



Why Return to libc

o —ARFETNIR/DA system, execve B EEFIFED

 7£ DEP {Rs& MEUEAHITIEARY shellcode



Why Return to libc

e libc B&FZ A LAF

#include <sigsetops.h>

A9 function R Ex
system g, execve A shell

#define SHELL_PATH "/bin/sh" /% Path of the shell.

#define SHELL_NAME "sh"

/* Name to give it.

*/

=34 SRR ED

*/

(void) __sigprocmask (SIG_SETMASK, &omask, (sigset_t *) NULL);

INIT_LOCK ();

/* Exec the shell.
(void) __execve (SHELL_PATH, (char =*const *) new_argv,

*/

__environ);




How to Return to libc

o [X

o FEE leak libc By base address RENiE

e

2 ASLR » &

R libc &

=

=L AR B EZBANE]

= address



How to Return to libc

code VMA

I
I

I

data VMA

|

heap

library

kernel space

\

\

code VMA

data VMA

heap

=

library

stack

kernel space

—
/
D

code VMA

data VMA

|

heap

stack

kernel space




How to Return to libc

o TJDAJEE libc BV 5 A stack, (heap,) iR GOT...




How to Return to libc

o T libc B9 5 A stack, (heap,) IR GOT...

<main>

0x601018

0x601020

0x601028

0x601030

<_IO0_puts>
readaplt+6
execvegplt+6

fflushaplt+6

GOT

stack

<+«———715Sp

<«<—1bp



How to Return to libc

0x601018 <_IO0_puts>
0x601020 readaplt+6
0x601028 execveaplt+6
0x601030 fflushaplt+6

GOT



How to Return to libc

0x601018

0x601020

0x601028

0x601030

<_IO0_puts>
readaplt+6
execvegplt+6

fflushoplt+6

GOT

_IO0_puts offset:

Ox809cO



How to Return to libc

0x601018

0x601020

0x601028

0x601030

<_IO0_puts>
readaplt+6
execvegplt+6

fflushoplt+6

GOT

_IO0_puts address: 0x7fc8645d89c0

_IO0_puts offset:

Ox809cO



How to Return to libc

0x601018

0x601020

0x601028

0x601030

<_IO0_puts>
readaplt+6
execvegplt+6

fflushoplt+6

GOT

-)

_IO0_puts address: 0x7fc8645d89c0
_IO0_puts offset: ©x809c0

libc offset: 0Ox7fc864558000



How to Return to libc

0x601018

0x601020

0x601028

0x601030

<_IO0_puts>
readaplt+6
execvegplt+6

fflushoplt+6

GOT

libc offset: 0Ox7fc864558000



How to Return to libc

0x601018

0x601020

0x601028

0x601030

<_IO0_puts>
readaplt+6
execvegplt+6

fflushoplt+6

GOT

libc offset: 0Ox7fc864558000

system offset:

OX4f440



How to Return to libc

0x601018

0x601020

0x601028

0x601030

<_IO0_puts>
readaplt+6
execvegplt+6

fflushoplt+6

GOT

+)

libc offset: Ox7fc864558000
system offset: Ox4f440

system address: Ox7fc8645a7440



Lab 7~8

nc i1sc.taiwan-te.ch 10006
nc isc.taiwan-te.ch 10007






Summary

What We Didn’t Learn
Where to Practice

Prepare for Advanced Pwn

Credit



What We Didn’t Learn

e Stack Migration (Stack Pivoting)

e Format String Attack



Where to Practice

e pwnable.tw

e pwhnable.kr

e ctftime.org



http://pwnable.tw
http://pwnable.kr
http://ctftime.org

Prepare for Advanced Pwn

e Linux Binary Exploitation - Heap Exploitation

e Jcache Exploitation



https://www.slideshare.net/AngelBoy1/linux-binary-exploitation-heap-exploitation
https://www.slideshare.net/AngelBoy1/tcache-exploitation-127268389

Credit

github.com/Gallopsled/pwntools

github.com/scwuaptx/Pwngdb

github.com/scwuaptx/peda

github.com/david942j/one_gadget

github.com/segnolin/pwn-basic-challenge



http://github.com/Gallopsled/pwntools
http://github.com/scwuaptx/Pwngdb
http://github.com/scwuaptx/peda
http://github.com/david942j/one_gadget
https://github.com/segnolin/pwn-basic-challenge

Thanks for Listening



